By the Banking Requlation and Supervision Agency:

COMMUNIQUE ON PRINCIPLES TO BE CONSIDERED IN INFORM ATION
SYSTEMS MANAGEMENT IN BANKS *
(Published in the Official Gazette dated September 14, 2007, Nr. 26643.)

SECTION ONE
Initial Provisions

Objective and Scope

ARTICLE-1 (1) The purpose of this Regulation is to lay down thHaimum principles and
procedures to be considered in information systenaagement which banks use in

performing their activities.
Basis

ARTICLE-2 (1) This Communiqué has been prepared on the ba#ie drticles 11(5) and
16(3) of the Regulation on Internal Systems of Bapublished in the Official Gazette dated
November 1, 2006 and Nr. 26333 and the Article Bthe Banking Law dated October 19,
2005 and Nr. 5411.

Definitions and Abbreviations

ARTICLE-3 (1) The following terms used in this Regulation sH@ve the meanings

expressly designated to them below:

a) (Amended: OG-01/06/2010-2759& mergency and unexpected situation plan: Emergency

and unexpected situation plan defined in Articleof3 Regulation on Internal Systems,

b) ATM: Electronic transaction machines enablinigoalpart of banking transactions as well
as automated teller transaction,
c) Bank: Banks defined in the Article 3 of the Law,

! Amended pursuant to the “Communiqué on Making Admeents to the Communiqué on Principles to be
Considered in Information Systems Management irkBapublished in the Official Gazette dated Janusty
2009 and Nr. 27120



¢) Information systems management: Activities otal@shing appropriate information
systems environment, using information systemsumess productively, controlling and
monitoring the risks to derive from the usage dbimation systems and taking necessary
systematic and administrative measures for thipgse, in order to effect activities conducted
and services offered by banks in an efficientatdé and uninterrupted way; to fulfill the
obligations derived from legislation; to providetagrity, consistency, trustworthiness, and
secrecy of information procured from accounting dimancial reporting system and that

information to be acquirable in time,

d) (Amended: OG-01/06/2010-27598)nformation systems continuity plan: Information

systems continuity plan defined in Article 3 of R&gion on Internal Systems,

e) BSDHY: Regulation on Information Systems Auditbe performed in Banks by External
Audit Institutions published in the Official Gazetiated May 16, 2006 and Nr. 26170,

f) (Amended: OG-01/06/2010-27598Primary center: The structure in which primary

systems defined in Article 3 of Regulation on In@rSystems are established,

g) (Amended: OG-01/06/2010-27598rimary systems: Primary systems defined in Article

3 of Regulation on Internal Systems,

g) Audit trail: Record that enables a financial pecational transaction to be trailed from the

beginning until the end,

h) Electronic signature: Electronic signature dedirin the Electronic Signature Law dated
January 15, 2004 and Nr. 5070,

1) Security wall: software or hardware based sohgiwhich enable controlled access among

webs having different security sensitivity levels,

i) Internal Systems Regulation: Regulation on ImérSystems published in the Official
Gazette dated November 1, 2006 and Nr. 26333,



j) Internet banking: Banking service distributioanal that enables customers to reach via

internet the services offered by the bank and ttopa the transactions they wish to conduct,

k) Code Transaction Verification: The code compos#dseries of alphabetic and/or

numerical characters for a transaction that a pensshes to perform who introduces oneself
to the system through one of the identity validatroethods and which is directed to the
identity introduced to the system and created ifugls use only asking if he/she approves the

transaction or not,

l) Law: Banking Law dated October 19, 2005 and 91,

m) ldentity validation: Mechanism that reassurest the identity disclosed actually belongs

to the person disclosing,

n) (Amended: OG-01/06/2010-27598%econdary center: The structure in which secondary
systems defined in Article 3 of Regulation on IntdrSystems are established in a way to be
available for use and which enables the persomnepérate in an uninterrupted manner and

in a way not to hold the same risks as the princanter,

0) (Amended: OG-01/06/2010-27598f5econdary systems: Secondary systems defined in

Article 3 of Regulation on Internal Systems,

0) Password: Series of secret alphabetical andfmrenical characters that is used in identity

validation and that is not required to be changed,

p) (Amended: OG-01/06/2010-27598\ork impact analysis: Work impact analysis defined

in Article 3 of Regulation on Internal Systems,

r Leak test: Attacks realized in order to detemmlimnd correct security deficits of the system

before being abused,

s) Public key cryptography: Encryption key used puablic key cryptography, open to
everyone’s access and usage, mathematically cathedth public key cryptography and

used in controlling the signature signed with pubkiey cryptography, decrypting or



encrypting its location in a way public key cryptaghy can decrypt,

s) (Amended: OG-01/06/2010-27598hterruption: Interruption defined in Article 3 of

Regulation on Internal Systems,

t) Encryption secret key: Key which is used in sign encrypting and decrypting the data
encrypted by equivalent public key cryptography ach should be known and used by the

owner,

u) Single use password: Series of alphabeticaloamd/merical characters created randomly

to be used in identity validation,

) Senior management: Senior management definddeimrticle 3 of the Regulation on

Internal Systems,

v) Top-level management: Top-level management ddfin the Article 3 of the Regulation

on Internal Systems,

y) Patching: Deficits determined in programs orgoaon appendage prepared in order to

correct a defective function in the content of pnegram,

Z) Authorization database: Structure in which costoof user access rights or information on

authorization are kept.

Importance of information systems management in baks

ARTICLE-4 (1) The bank treats information systems managemsnpaat of corporate
management practices. Strategies relating to irdton systems are adjusted to the business
targets for the bank to carry out its operations igtable, competitive and improving line,
factors concerning information management are ot in the appropriate place within the
administrative hierarchy and necessary financindyfuiman resource is assigned for accurate

management of information systems.



(2) The Bank establishes policies, procedures aodegses concerning information systems
management. Procedures and processes are reviededreewed, if necessary, on a regular

basis in accordance with the changes in the lif®usiness or technologic developments.

3) Efficiency of the management established onrmédion systems is provided by the
contribution of studies to be performed within Hu®pe of risk management, internal control

system and internal audit.

SECTION TWO

Risk Management on Information Systems and Establisment of Internal Controls

PART ONE

Risk Management on Information Systems

Information Systems risk management

ARTICLE 5 — (1) The bank takes necessary measures in orgeeasure, monitor, control

and report the risks derived from information tealgies usage in banking activities.
Management of risks concerning information systerigeated as a significant component of
information systems management. Among factors thay be considered as the main
resource of the risks derived from the usage afrimation technologies in banking activities,

those listed below are taken into consideratiothieybank and included in the assessment:

a) Negative results of failing to follow the dewvetoents in information technologies in a
competitive environment owing to the rapid develepis in this field as well as difficulties

in following these developments,

b) Possibility of information systems to lead upetors different than familiar ones and

frauds,



c) Procurement of support service which became spidad as the use of information
systems in banking activities increased, hence riddgpece to support service institutions in

operations arose,

¢) Business continuity of the bank became dependeintly on the operability of information

systems,

d) Providing the safety of transactions realized data recorded, transmitted and processed
through information systems, keeping record refatino customer identification,

incontestability and data trails became difficult.

(2) The bank risk reviews management policies anocgsses depending on usage of
information technologies and renews them so asittude the management of risks which
may derive from this. As well as the risk derivednfi information technologies are
considered within the scope of operational risle tluthe possibility of these risks may be a
multiplier of other risks derived from banking atties, an integrated risk management
approach including the risks derived from inforraattechnologies is adopted for all banking
activities, data acquired from studies relatingfdtbow-up and surveillance of information
technologies is furnished to become a part of natiegl risk management framework of the
bank.

(3) The bank, having considered the planned chamgpeats the risk analysis on information
systems and prepares the procedures how the raksanshall be performed in periods it

shall assign or before significant changes to oatinformation systems.

(4) Requirements of policies and procedures imptowéh a view to management of risks
concerning information systems are positioned witiie organizational and administrative
structure of the bank so as to enable them to ifumetctually, surveillance and follow-up on

the operability of them are carried out.

(5) Risk management principles derived from spagiallifications of information systems
included in the Articles 6 to 9 of this Communicaré taken into consideration in regulation

studies of policies, procedures and processes nangeisk management in a way to include



the risks derived from the usage of informatiorhteiogies. The said principles indicate the
actions to be taken within the scope of top-levahagement surveillance, security controls
and legal and reputation risk management. Accorttirige risk profile, operational structure,
corporate management culture of the bank and #medwork defined upon the related
legislation, it is essential that the bank showddedop risk management processes and

evaluate the risks derived from information teclgats accordingly.
Management surveillance

ARTICLE 6 — (1) Top-management of the bank carries out Aciefit surveillance in order
to manage the risks derived from the usage of inédion systems. For this purpose, a
comprehensive process is prepared by top-managemecerning the management of risks
derived from usage of information systems whichenm@raluated and of which
appropriateness approved by top-management. Tbeeps consists of clear definition of
responsibilities and establishing policies relatimgnanagement of risks and establishing and
monitoring controls.

(2) It is the responsibility of the Board to establefficient and sufficient internal controls on

information systems.

(3) Projects on usage of new information systermelgs which will have important impacts
on risk profile and strategy of the banks are neei@ by the top-management of the bank.
Top-management does not approve the studies unhlas&es sure the bank has the necessary
expertise level to manage the risks these new gimojeelating to information systems
elements shall bring. It is principal that senicmagement and personnel expertise shall be
proportional with the technical detail and comptexhat practices relating to the project as
well as the substructure supporting this requirghaut considering the projects are carried
out through internal resources of the bank or bysawrcing. Administrative role and

responsibilities to be established in order to supihis structure are determined clearly.

(4) Senior management of the bank displays the ssacg determination in bringing the
security measures relating to information systemghe suitable level and allocates the
necessary resource relating to the activities tocasied out for this purpose. Senior
management establishes the mechanisms that wilferise activities below are carried out,

which are:



a) Reviewing information security policies and ekponsibilities periodically and putting

them through approval mechanism,
b) Evaluating treats against information resoups#odically,

c) Monitoring situations relating to information cseity violation and evaluating them

periodically,
¢) Supporting studies to increase awareness rgladimformation security.

(5) Information security policy of the bank shall bepegved by the administrative board and

be supervised by the applied top-level management.
Establishment and management of security control mcess

ARTICLE 7 — (1) Top-level management of the bank puts secudntrol process into
evaluation and certifies its appropriateness stoasnsure the security risks derived from
information systems are managed adequately wittérstope of information security policy.
Top-level management of the bank carries out theemsision studies of developing and
updating regularly the control infrastructure riglgtto the measures that will ensure secrecy,
integrity and accessibility of information systearsd data to be processed, transferred, stored

and held in reserve.

(2) Through security control process and informatgecurity policy, responsibilities are
assigned to the persons in a clearly defined wégarGdministrative responsibilities relating
to establishing, maintaining and managing secudontrol processes accordingly are

determined.

(3) Controls that shall be applied in order to kksh information security involves the

following elements as a minimum, which are:

a) In accordance with establishing the necessamntrals and structures in respect of
information systems and the security of the daty tinclude; a process is established
including making risk assessment, establishing applying information security policy,
implementing information security tests, monitoriegd reporting the transactions and
updating the controls and structures that has Hmgh according to the technologic

developments.



b) The bank ensures its personnel to raise awaanasspect of security, security policy of

the bank is transferred to them and written committs on adaptation are received.

c) Information systems and data to be processadsferred, stored and held in reserve are
classified according to their security sensitivigwels and security controls at appropriate

level are established for each classification.

¢) Processes are established that shall ensureslibbility and consistency of information

systems to be analyzed on a regular basis. Acaglydifeak tests are performed regularly to
independent teams that have no executive assignmeggpect of executing the requirements
of the provisions relating to security. Current elepments in security field and new deficits
are monitored, necessary software updates are raade the necessary patching is

implemented.

d) The bank establishes the necessary web coeicalisy systems against the treats that may
emerge from external webs in cases of communicatith those webs excluding its

corporate web.

e) The bank uses one or more than one securitythatlihas been configured as required and
is monitored continuously, in order to control #Heesses to internal web from external web,
in addition, to ensure controlled access by sepayaubstructures of internal web that has

different security sensitivity apart.

f) An information systems security responsible ssigned having the sufficient technical
information and experience and who is responsibteirhplementing and monitoring the
provisions on information systems security, repgttio information systems manager about

the risks on information systems security as welba managing these risks.

Management of support service procurement processianformation systems

ARTICLE 8 — (1) Concerning the support service to be pratuséthin the scope of
information systems, top-management of the banlkbéshes a sufficient surveillance
mechanism that will enable the risks to arise speet of the bank in performing the said
service through procurement of support serviceegetuated, managed and the relations with
support service institution are carried out effealil. By the surveillance mechanisms to be

established, it is ensured, as a minimum, that;



a) Evaluating the risks that procurement of suppervice concerning information systems

infrastructure shall bear in all its parts,
b) Paying the necessary attention in selecting@ugervice institution,

c) Ensuring all system and processes within th@ead procurement of support service are

appropriate to risk management, security and cust@onfidentiality policies of the bank,

¢) In cases when data of the bank is required toamsferred to the support service institution
within the scope of support service, ensuring thacjples and practices of support service

institution on security are, at least, at the ldélaelbank implements.

d) In case the activities within the scope of precuwent of support services are carried out
under the structure of bank, putting those acésithrough the same supervisions depending
on whichever supervisions they are foreseen taubgst to and without narrowing any kind

of scope; and executing additional supervisioncase required due to the fact that the

activity has been carried out through procureméstpport service,

e) Regulating the subjects concerning procuremesupport services having regard to the
bank business continuity plan and taking necessangasures and clarifying the

responsibilities of support service institution vt this scope via contract.

(2) (Amended: OG-01/06/2010-27598An exit strategy is adopted appropriate to the
management of risks concerning the cases of tha&rtation or interruption of procurement of

support service other than planned.

(3) Condition, scope and any definitions relatingptocurement of support service is bounded
by contract to be signed by the related suppoviceinstitution. The contract, as a minimum,

includes;
a) Definitions relating to service levels,
b) Termination conditions of the service,

c) Provisions relating to the measures that suppenvice institution should take so as to

prevent the business continuity plan belongindieolank are interrupted,
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¢) Requirements concerning the subjects that beasitsvity within the scope of security

policy of the bank,

d) Provisions regulating ownership of the productbe produced within the scope of the

contract having regard to intellectual properlhtsy

e) Provisions that ensure the provisions that ardifg for support service institutions upon
the contract to appear as binding agents alsoeirctimtracts to be drawn with subcontractor

institutions,

f) (Amended: OG-01/06/2010-27598Provisions on management of risks to derive from

termination or interruption of procurement of sugiservice other than planned,

g) Provisions that will ensure the legal provisiavisich the bank is subject to are applicable

for the support service institutions as well witkine scope of the service being procured.

g) (Additional: OG-01/06/2010-27598) In case of procurement of support services
concerning primary or secondary systems, provistbaswill ensure any change that should
be made to primary or secondary systems of banks tige direction of the Board or the
Agency, to be fulfilled by support service compamghin the instruction period pursuant to

the service being procured,

(4) The bank, in accordance with the principles feeurity policy defined, makes the
necessary organizational changes in order to dotiteorisks derived from procurement of
support services, defines administrative procedares integrates the measures to be taken
accordingly with daily transactions and systemsalbfthe related departments, assigns a
responsible having sufficient information and expece to carry out the relations with the

support service institution concerning the suppervice being procured.

(5) Access right types given to support servicditiumsons are evaluated privately. Risk
assessment is carried out for these accesses @habe physical or logical; accordingly,
additional controls are established if necessagceAs type needed while performing risk
assessment, value of the data being accessedplsob&ing carried out by support service
institution and the impacts of this access on #musty of bank information are taken into

consideration.
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(6) Top-management of the bank, concerning theisEsvto be carried out through
procurement of support service, monitors closelgeasibility, performance, quality of the
service, security violations realized within theoge of this service and security controls,

financial conditions and appropriateness to theraehof the support service institution.

(7) In procurement of support service relatingrimimation systems, the provisions included
in this article are considered as additional priows, on condition that the provisions

determined in the Regulation on Banks’ Procurensér8upport Services and Authorization

of Such Service Providers published in the OffiGalzette dated November 1, 2006 and Nr.
26333 are exactly valid.

Identity validation

ARTICLE 9 — (1) An appropriate identity validation mechanissnestablished for the
transactions performed via information systems. aWhidentity validation mechanism is
going to be used is decided according to the rssfessment result to be carried out by top-
management. Risk assessment is performed haviagdrég the type of transactions planned
to be realized through information systems (suctyps, quality, if any, size of financial and
non-financial effects) sensitivity level of the dadubject to transaction and ease of use of

identity validation technique.

(2) Identity validation mechanism to be implementedstablished so as to contain the whole
process from customers and personnel being inclidéaformation systems to completing
their transactions and leaving the system. Necgsseasures are taken so as to ensure the

identity validation information is accurate fronetheginning of the session until the end.

(3) Necessary measures are taken so as to ensusedhrity of database in which identity
validation data which is used for access to infdiomasystems is kept. Measures to be taken
for this purpose, as a minimum, include presenimgntity validation data cryptically in
databases, establishing systems to perceive angntroted change to be made, keeping
adequate audit trail and providing the securityheke audit trails. Furthermore, these data are
encrypted while being transferred with the purpofedentity validation and measures are

taken concerning the security of confidentialityidg transfer of the data.
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Incontestability and assigning responsibility

ARTICLE 10 —(1) The bank uses techniques including means oéntestability and
segregation of duties for the critical transactioealized within the scope of information

systems and of which scope to be determined bipdhé.
Segregation of duties

ARTICLE 11 — (1) Segregation of duties and responsibilities prircipg applied in
improving, testing and processing system, datalzamsk practices relating to information
systems, the duties and responsibilities assignedeviewed periodically and if necessary
updated in accordance with the segregation of slysiinciple. Processes and systems are
designed so as to not to enable a critical traifsatd be entered, authorized and completed

by one personnel or support service institution.

(2) It is ensured that the personnel to carry betpgrocesses that may have affect on bank
data grants enough authority to execute only theistees for establishing an efficient

segregation on duties environment having regatbealuties assigned to them.

(3) In cases where it is unlikely to decomposeedutully and appropriately, risk decreasing

and controls are established to prevent error Bodes that may derive from this situation.

(4) Tests are conducted to determine if the comtestablished for providing requirements of
segregation of duties principle in performing thedtions relating to information systems are

passable.
Authorization

ARTICLE 12 — (1) The bank establishes an appropriate autitooiz and access control for
access to databases, practices and systems retatimjormation systems. Accordingly,
authorization level and right of access are assiga@propriate to user, party and systems
intervening to the activities realize in informaticystems. It is principle to assign the
required lowest duty and grant the most limitedhtrigf access, having regard to duties and
responsibilities of the related element in assigrathorization level and rights of access.

Thus, it is enabled that only the user, party arstiesns having the necessary authority access
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to systems, services and data. The duties to bignass should be consistent with the

principles which segregation of duties principldimes.

(2) Allocation of authorization and right of accesgchanism is established in a way to
disallow any user, party or system to increaser thethorization level and rights of access

above the levels defined beforehand.

(3) It is ensured that critical activities realizedthin the scope of information systems are
performed upon the current and valid authorizatiatabases. Authorities and rights of access
assigned to all users, party and systems are suiojexvaluation periodically in respect of

appropriateness with the current situation. Segwfitauthorization databases is provided and
mechanisms are established to perceive any undiedtrchange to be made. Unauthorized

access attempts to authorization databases anelegcand reviewed on a regular basis.

(4) Change, addition and erasing to occur in amaliese, practice and system including
authorization databases relating to critical atésirealized within the scope of information
systems are ensured to be performed by authorizeds wof which identity validation is
certified with appropriate techniques. An efficiesitange management is established under
the structure of the bank for any transaction witihis scope, sufficient audit trail is kept and

the trails kept are reviewed regularly.

(5) In case the reliability of authorization datsés relating to critical activities realized
within the scope of information systems has lds¢ telated databases are not used unless
changed back to current and reliable, allocatiorauwthorization and right of access upon

untrustworthy databases are not performed.

(6) Additional audit trails are kept for users asybtems having privileged authorities and

reviewed periodically.

(7) Users having privileged authorities made camseiadequately of the importance of

preventing the usage of their authorities by offesons.

(8) For states of emergency, in authorizationsizedltemporarily due to failure to reach the
authorized personnel, detailed audit trails are kelequately to enable the transactions to be

performed during this authorization process.
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9) Controls and surveillance processes are edtabliso prevent unauthorized physical and

logical accesses relating to information systerfragtructure.

Consistency of transactions, records and locationfAmended OG-01/06/2010-27598)
ARTICLE 13— (1) The bank takes the necessary measures todpramtegrity of
transactions, records and data to be realized ghranformation systems and ensures
accuracy, plentitude and trustworthiness of themeasdires relating to integrity are
established so as to include the entire stagesméferring, processing and storing of the data.

Same approach is adopted for the transactionzegldtiy support service institutions.

(2) The plan is prepared for information systeras/ises which support significant work

functions in a way to consider the targets deteeahin work continuity plan.

(3) In preparation process of the plan, the impaftinterruptions determined within the
scope of work impact analysis are analyzed by ewmlg the level of significance of
information systems assets and data kept. In aanoedwith the results of this analysis, a
reasonable interruption period is determined farheservice, alternative rescue procedures
are developed that would enable the service to fEned for access again during this

interruption and necessary measures are takendioghyr:

(4) Within the scope of the plan, performance part®chniques are used, capacity planning is
made, alternative channels are created againstupt®ns that could derive from network
and communication infra-structure. In order to nteim sustainability of information systems,
risk evaluation, risk decreasing and risk monitgractivities are carried out, scalability of
information systems infra-structure capacity is lgred in the light of general market
dynamics and planned customer winning ratio, restst of the system is tested by means of

stress tests to be realized in accordance witlsdiction volume estimations.

5) Secondary center is established within the sobpke plan or agreements guaranteeing to
procure the mentioned service from support serem@panies are made. Data and system
back-ups are made ready for use in the secondamgrcpursuant to Article 11(4) of the

Regulation on Internal Systems of Banks.

6) Implementing additional back-up to the provisidirought by this Communiqué is on the

banks’ own volition.
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7) Plan is updated after revising the changes whithaffect work process or information
systems of Bank. Test are made in order to deterrthe efficiency and currency of the
existing plan, support service companies are ireduih the tests, if any and test results are

reported to the senior management.

Establishing audit trails

ARTICLE 14 —(1) Having regard to risks upon information systeextent of the system
and complexity of activities, an efficient audaitirecord mechanism is established relating
to the usage of information systems. Thus, it sueed that audit trails realized within the
scope of information systems and which cause changeords belonging to banking
activities are kept in adequate detail and claNtycessary techniques are used so as to
prevent deterioration of integrity of audit tra@ied if any, to determine any deterioration.
Measures are taken so as to protect record sysjaimsa any unauthorized systematic and
user intervention. Audit trails are kept for tracts@ans which cause change in records

belonging to banking activities including inform@ti as a minimum, relating to;

a) Unauthorized access attempts relating to tmsactions within this scope,

b) Application realizing the transaction,

c) ldentity of the person performing the transatio

¢) Date of the transaction made.

(2) Audit trails of which extent is defined in pgraph one are kept by the bank for minimum
3 years. In addition to this, even if they causechanges in records belonging to banking
transactions, audit trails belonging to transa&tion interrogating information that fall within
the scope of confidentiality according to the Agi@3 of the Law are kept by the bank for
minimum 1 year, on the contrary to the provisiohthe same article of the Law and in a way
to enable the responsible ones are identified #® ad disclosure of those responsible. It is
ensured that audit trails are accessible for thmgdoreseen after the possible disasters that

may occur by keeping in environments with suffitisecurity levels and are backed up.

(3) The bank informs its customers and personratlttie activities are recorded.
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(4) The bank establishes processes relating tewévg record system on a regular basis,

evaluating records and reporting extraordinaryasituns to top-management.

(5) Keeping audit trails does not prejudice the resjitees of the bank to keep the

documents in accordance with other provisions efiéigislation.

(6) In case of support service is procured witlie scope of information systems, the bank
ensures conformity of audit trails kept by the suppservice institution with its own

standards and accessibility of audit trails hereof.

(7) Provisions included in this article relating teeping information and documents are
applied without prejudice to the related provisioois the other legislation on keeping

information and documents.

Data confidentiality

ARTICLE 15 — (1) The bank takes measures to ensure the coifidiey of transactions
realized within the scope information systems aach éransferred, processed and protected
within the scope of these transactions. The meagaree taken shall be appropriate to the
confidentiality level of the transaction and dateended to be kept confidential and additional
controls should be established. Studies condudeardingly shall be in a character to meet
the responsibilities of the legislation relatingctimfidentiality. Studies to be conducted to

provide confidentiality, as a minimum, include;

a) Taking measures appropriate to the sensitivitydata by performing value and risk
analysis, considering web and system structureratipes, extent and variety of the bank,

during this analysis,

b) Accessing to data after a proper identity vdiata process by persons defined having
regard to the segregation of duties principle aittiwthe scope of the authorities foreseen in

accordance with their responsibilities,

c) Taking algorithms proved to be trustworthy amiired as of the current situation for
encryption techniques to be used in providing datafidentiality, selecting encryption keys
to be used for related algorithms long so as ndietaecrypted during the period which they

are valid and can be used,
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¢) Preventing the availability of invalid, stolenaecrypted encryption keys, determining the

change frequency of keys according to materiadityel of data and operation

d) Creating encryption keys securely, introduciegcustomer and personnel usage and
protecting,

e) Recording accesses to banking data having etfadity and protecting these records
against unauthorized access and interventions,

f) Providing support service institutions withiretscope of procurement of support services,
to act in line with matters stated under this &t@nd information security standards of the

bank for situations which support service instdns have access to banking data.

Informing customers

ARTICLE 16 — (1) Customers to utilize from electronic bankiaiernative distribution
canals (such as internet, telephone, televisionPY&RRS, Kiosk, ATM) offered by the bank;
are informed clearly about conditions on the s&wjcisks and exceptional circumstances. In
addition to this, security principles the bank agdpso as to decrease the risks relating to the
said services and the necessary methods that sheuwiged so as to protect from these risks

are introduced to the attention of the customer.

(2) Mechanisms are established thorough which problthat customers may encounter due
to information systems and services provided adnglyl can be trailed and which enable
customers to convey their compliments. Complimems warnings conveyed are evaluated

and studies are conducted to remove defects damtggrreputation of the bank.

Confidentiality of customer information

ARTICLE 17 — (1) The bank establishes the policy and proasian providing
confidentiality of customer information it acquired protected by means of information
systems while carrying out its activities, putoiatriting, delivers to the related departments

and takes the measures they require,

(2) Customer information within the scope of pasgpiyr one can be shared with parties
excluding components clearly authorized upon theslaonly if sharing limits are clearly

defined and written approval of the customers aien. The customers shall be offered
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choices whether or not they share their informatiotih the said parties and the customer

needs to be informed on having such a choice.

Information  systems  continuity  plan (Amended: 0G-0106/2010-27598)
ARTICLE 18- (Amended: OG-24/01/2009-27120(1) Information systems continuifjlan

which is a part of work continuity management ardnpset forth in Article 13 of the
Regulation on Internal Systems is prepared so gwdeide the continuity of information

systems services that support the activities okban

(2) While preparing the permanence and rescue @teterning the information systems;

work impact analysis, risk evaluation, risk redgcand risk monitoring activities are realized.

(3) Tests are conducted regularly to ensure theieficy and actuality of the present plan and

the test results are reported to the senior managiem

(4) The permanence and rescue plan concerning rffoemation systems is periodically

updated and reviewed after the changes that magtafiem.

(5) Pursuant the provision within the fifth parggmneof the Article 13 of the Regulation on
Internal Systems, necessary attention is shownetiuae the risks to minimum, in the
selection of the place for the implementation afaéia backup center. The primary target is

that the real system and the backup center areemgitive to the same risks.

(6) The Bank shall analyze the effects of possiftlerruptions by evaluating the criticality of
information system assets and data collected. Aaogrto the analysis results of this effect,
acceptable interruption durations for each seraireedetermined, rescue procedures providing
the opening to access to the service during thisrrmption are developed and necessary

measures are taken.

(7) The Bank shall analyze the scalability the citgaof the infrastructure of information
systems, in the light of general market dynamicsval as the planned customer winning
ratios. The sustainability of the infrastructurd@asted periodically by the stress tests realized

in accordance with transaction volume estimations.
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(8) While developing the permanence and rescue @dagerning the information systems,
the related support service institutions are atstsiered if any, they are also included to the

tests and the efficiency of the measures is cdatol

Emergency and Unexpected Events Plan

ARTICLE 19 — (1) The Bank shall take the necessary measorasahage the unforeseen
events concerning the information systems anddaae their effect to minimum, within the
framework of the emergency and unexpected statesrpgulated within the Article 13 of the

Regulation on Internal Systems.

(2) For the scenarios predicted considering theguree and the effect of risk in the studies to
be conducted within the scope of the first paralgrapreaction process shall be implemented

providing the conduct of the activities safely eetively and regularly.

(3) The Bank shall implement the mechanisms which pvovide the early information

concerning the unexpected events related to tleenrstion systems.

(4) Within the scope of emergency and unexpectestswplan, processes to find rapidly the
source of the event concerning the informationesyst to assess the damage, to show the
potential dimension of the event as well as itedffto provide its communication to the

related management unit and to determine the affexistomers are considered.

(5) (Abolished by the OG-01/06/2010-27598)he emergency and unexpected event plan
includes also a communication strategy determimihich channels of communication will
be used between the bank and its customers and megins. With this strategy, it is ensured

that the bank’s customers and media organs aremefdin time and correctly.

(6) For any kind of unexpected event to be realizecerning the information systems, the
Bank shall implement a mechanism collecting thestegs and information to be used during
the administrative analysis, to ensure the subseqaealysis of the event. The registries
collected shall also include the information whigkil provide the determination of the

monetary loss.
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SECTION TWO
Establishment and Follow-Ups of the Internal Contrds Concerning Information

Systems

Information Systems Controls

ARTICLE 20 — (1) The Bank shall implement the controls conaeg the information
systems expressed within the third paragraph oftliele 16 of the Regulation on Internal
Systems in accordance with the Articles 21 andf2Bis Communiqué and shall follow them
in accordance with the Article 23; to ensure thagution of its assets, the conduct of its
activities actively and productively in accordamdgéh the Banking Law and other related
legislation, to policies and rules inside the baagsvell as to banking conventions, the
reliability and integrity of accounting and finaatreporting systems and achievement of

information in time.

Implementation controls

ARTICLE 21 — (1) The implementation controls include the ingd controls required to be
used in all working processes such as definingdyeeimg, using the financial data used to
conduct or support the banking activities withia thformation systems as well as ensuring

their integrity and reliability and authorizing achieve the data.

(2) Implementation controls are computer-assistechanually realized specialized controls

taking place within the working cycle expressing ttontrol of the bank’s working processes.

(3) The implementation controls include the follog;i

a) Data building /authorization controls:

1) Data preparing procedures: the entry form desigalp to minimize the errors and
deficiencies. The error handling procedures usethta building process ensure the detection,

reporting and correction of errors and irregulasiti
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2) Source document authorization procedures: Tlieodaed personnel prepare the source
documents in accordance with their authorities. Thelding and approval of source

documents is made in accordance with the distobuti duties principle.

3) Collection of source document data: Procedunssiag the integrity and accuracy, as well

as accountability and timeliness of the authorg®uarce documents shall be found.

4) Handling the errors in the source documents: diner handling procedures used in data
building process shall ensure the detection, re@mprtand correction of errors and

irregularities.

5) Maintenance of source documents: To ensure thatale is achieved when necessary,
procedures shall be determined to maintain ther@igource documents for a required time

or to maintain them as to rebuild them.
b) Entry controls:

1) Entry authorization procedures: Procedures dtmltletermined ensuring that entries are

made only from authorized sources.

2) Accuracy, integrity and authorization contrdéovement data produced by the personnel
or by the system or entered from interfaces to oegssed are made subject to several tests
for accuracy, integrity and validity control. Fugtimore, there shall be procedures to ensure

that the entry data are changed and approved ingteest place to the source point.

3) Handling the errors in data entries: There shalprocedures to ensure the correction and

re-putting to process the data entered falsely.
c) Data-processing controls:

1) Integrity in data processing: The data procespiocedures ensure that the distribution of
duties principle is abided and that the works dareecertified. These procedures also ensure
the presence of adequate updating controls sucbrasol sums from process to process and

main files updating controls.
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2) Approval and change in data processing: In gataessing, there shall be procedures to
ensure the approval, user certification and thainghs are realized in the nearest place to

source points.

3) Handling the errors in data processing: The gulaces related to handling the errors in data
processing assure that the false movements aretel@tbefore processing and prevent that

they interrupt the valid ones.
d) Output controls:

1) Handling and maintenance of outputs: The detethiprocedures shall be followed in
handling and maintenance of information system wtstand the confidentiality and security

requirements shall be considered.

2) Distribution of outputs: The procedures relattoghe distribution of information system

outputs shall be defined, announced and beingvieltb

3) Output compatibility and agreement: The comgilétifbof the outputs with the control
sums shall be controlled routinely. The audit grd#cilitate the monitoring of operations

concerning movements and to come to an agreemaaogégung the problematic data.

4) Reviewing the outputs and handling the errofser& shall be procedures to ensure the
accuracy of output reports is reviewed by the pegpbviding these outputs and adequate
users. Moreover, there shall be procedures comggthie definition and handling the errors

found in outputs.

5) Ensuring the security of the output reports:rérghall be procedures to ensure the security

of output reports distributed to users as wellegg®rts waiting to be distributed.
e) Limit controls:

1) Authentication and integrity controls: the auttigity and integrity of the data produced
outside the organization and received by phonegevniail, paper, fax or e-mail shall be

controlled adequately before making any criticargpion on the data.
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2) Protection of sensitive information during itgrismission and transport: During the
transmission and transport, the sensitive inforomashall be protected from unauthorized

access, modification and misdirection.

General controls

ARTICLE 22 — (Amended: OG-24/01/2009-27120(1) Information systems general
controls are comprised of controls ensuring that filnctions expected from information
systems to be fulfilled accurately, targeting thaguarantee is established concerning the
undesirable situations to be prevented, determamebicorrected and for the functionality of
implementation controls, and which are appliedlt@fathe bank’s information systems or to
a part of it; as well as the policies and procesl@esuring the application of these controls.
The general controls are the fundamental elementurimg the establishment of the
environment in which the bank’s information systemeslize their functions expected

accurately, in time and confidentially.

(2) The Bank shall determine a universally-accetatdard, framework or methodology to
establish the general controls and establishes theoording to those. The standard,
framework or methodology shall be determined caeréig) the bank’s activity scope and the
weight and complexity of information systems useddtivities. The standard, framework or
methodology used by the Bank to establish its mftion systems general controls shall
verify the control targets taken into consideration COBIT, if there are deficiencies
concerning this matter, the controls related ts tsihall be re-considered and established

separately.

(3) The Bank shall establish environments adeqimtie following matters concerning the

each process subject to general control:

a) Owner of the process: An owner, responsibilftyvbich is defined clearly, is assigned for

each process subject to general control.
b) Repeatability: The processes subject to gewerdtol are defined as to be repeatable.

c) Targets and objectives: Clearly defined targatd objectives shall be formed for each

process subject to general control, to ensurettiegtoperate efficiently.
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¢) Roles and responsibilities: Roles, activitied agsponsibilities shall be defined clearly for

each process subject to general control, to erieatehey operate efficiently.

d) Process performance: The performance of eacleragemontrol process is measured

according to the determined targets.

e) Policies, plans and procedures: Policies, pkrg procedures concerning each general
control process are put into writing, reviewed ttagy, updated, approved and announced to

all related units.

Follow-up of Controls

ARTICLE 23 —(1) As a part of the internal control activities impglieithin the Regulation
on Internal Systems, together with the efficieraequacy and compatibility of the
information systems controls, its performance glu@ng the effect of risk or risks targeted
with the control is continuously followed-up ancagated. Important control deficiencies
detected as a result of the evaluation are reptotdte senior management or to relevant

committees and necessary measures are taken.

SECTION THREE

Special Transactions

PART ONE

Internet Banking

Provisions to be used in internet banking

ARTICLE 24 — (1) The provisions taken place in this part aakdvonly for internet
banking services enabling to see or change thadiabor personal information belonging to
the customer or to realize transactions creatmanitial responsibility. All sorts of
infrastructure concerning the internet bankingamesidered as a part of the bank’s
information systems. Accordingly, the provisionkda place within the other parts of the

Communiqué are also valid for the studies madeimvitie scope of internet banking. The
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provisions included within the articles under théstion are considered as addition to the
provisions included within the articles having ##mne titles under the Part One of the Section

Two of this Communiqué.

Surveillance of the management

ARTICLE 25 — (1) It is taken into consideration that the bagkservices presented within
the scope of internet banking activities will bgpeged to some additional risks emanating
from the nature of the internet, such as not priagithe security, not determining the
identification accurately, possibility to deny amat assigning any responsibilities; additional
controls are established in accordance with theigiams within the articles 26 to 31 of this

Communiqué for the processes related to thesecsstvi

Establishment and management of Security control Ricess
ARTICLE 26 — (1) To test the adequacy of security contraifltiation tests are made to
systems within the scope of internet banking atitisiby independent teams for at least once

a year.

(2) The Bank shall establish necessary followingrgchanisms to detect the extraordinary

and suspicious transactions realized within th@ead internet banking activities.

Identity Validation

ARTICLE 27 — (1) The Bank establishes a trustworthy ID veafion mechanism
compatible to risk levels presented by the intebagtking services provided by the Bank. An
infrastructure not permitting that the customercpre from services without passing through

these ID verification mechanisms shall be estabtidby the Bank.

(2) For determining the risk levels for the sersgicthe following shall be considered as a

minimum;

a) Customer type,

b) Operational possibilities presented to the austo

c) Sensitivity of the information shared betwees Bank and the customer,

¢) Communication infrastructure used and
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d) Transaction volume.

(3) ID verification operation for internet bankirgrealized for all intervening parties, such as

the bank, customer and if any, the support servicggution, intervening to the transaction.

(4) The ID verification mechanism applied to cuséwsis composed of at least two different
components independent form each other. These twpanents are chosen as to belonging
to two of the element classes which are “known’thy customer, “owned” by the customer
or “which is a biometric characteristic” of the tuser. For the element “known” by the
customer, components such as password/changeaseqra may be used, for the element
“‘owned” by the customer, a changeable passwordugind device, changeable password
procured by SMS service may be used. The comporsdral be entirely special to the
customer and the ID verification shall not be Badi and the services shall not be accessed

without presenting those components.

(5) In case of electronic signature usage in IDification, only if the secure electronic
signature provisioned within the Article 4 of theton Electronic Signature Nr. 5070 dated
January 15, 2004 is used; it is considered thaptbeisions within the fourth paragraph of
this Article are fulfilled. If in ID verification irough electronic signature, foreign electronic
certificates are used, the provisions within theticde 14 titled “Foreign Electronic
Certificates” of the Act mentioned in this paradrand within other related regulations are

valid.

(6) A policy shall be determined for the managemehthe passwords and changeable
passwords to be used in ID verification of the cosdrs; this policy shall include at least the

following;

a) Passwords and changeable passwords shall beamplexity and longitude difficult to
guess and break; the customers shall be obligedmsgsically to provide this complexity in

determining their passwords and changeable password

b) Changeable passwords shall be used for a detednpieriod and shall be out of use by the
end of this period and the customer shall be oblligeehoose another changeable password;
the new changeable password shall not be acceptéelsystem unless it is different form a

number of passwords used recently,
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c) The operations to initialize the password and thangeable password shall include

adequate security controls,

d) Customers shall be informed about the importariaetermining adequate passwords and

changeable passwords and ensuring their confidiéntia

(7) The coding techniques to be used in ID verifarashall be based on algorithms accepted
actually in the literature and which have not tb&tir confidentiality. The encoding keys to be
used shall be long enough, during the time pemodhich the key for related algorithms will
be valid and be used, they shall not be broken.uBeeof invalid, stolen or broken encoding

keys shall be prevented.

(8) The encoding keys used in ID verification slolpresented to the use of customers as to
include the methods which will ensure that; thesgmbty to obtain these keys is minimum,
the confidentiality is provided, and preventingttti@eir modification and corruption. When
the encoding keys are used for ID verificationytsgall be accessible by a password, PITN

(Personal Identification Number) or biometric compnot information.

(9) If the customer is asked for transaction vediiion code for realizing the transactions
within the scope of internet banking, the verifioatcodes shall be composed of enough
alphabetical and/or numerical characters as to iffieutt to guess, they shall be created
randomly and they shall be sent to the customeaviammunication environment other than
the internet. The transaction verification codeallsbe produced flexible and unique to

prevent guessing.

(10) The information on the devices presenting geable password shall be erasable in a
determinant period and/or shall be cleared from dbeice by a cleaning possibility; the
passwords produced by these devices shall be inbpp®ds guess by password guessing

methods known, flexible and unique.

(11) The security of the components to be usedirverification mechanism of customers
such as password, variable password, changeabkewgab device, secret coding key
smartcard and transaction verification code shall ppovided during the whole process
starting from their production until their accegghe customer and the Bank shall be sure that

their confidentiality is not tainted when they @areught into the use of customer.
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(12) The Bank shall verify that the source of atids of software presented by the Bank to
the customers to be used in transactions withirstiope of internet banking is the Bank and
the controls verifying that these software do metude any kinds of codes which may put in

danger the user security are conducted by the Bank.

(13) The ID verification mechanism established iy Bank;

a) Shall give information concerning unsuccessidl vierification attempts to the related
customer on the moment he/she enters to the syatarhlock the access to internet banking

after a determined number of unsuccessful attempts,

b) Shall not give any unnecessary information afterunsuccessful ID verification attempts
to the person who realized these attempts, abdselyaentered user information or
password/changeable password, for example degldrat there is not such a user within the

system or that the password/changeable passwerdased falsely.

(14) The Bank shall take necessary systematicalsurea and measures concerning the
software face to the known attacks of obtaininglieerification information regarding the
customers and personnel, in the systems to belisktd as well as the applications to be

developed.

(15) To determine the possible threats and to te@essary measures, the successful and
unsuccessful access attempts to the accountseoh@itbanking are regularly followed-up by

the Bank, when a proportional anomaly is detectatd, shall be investigated.

Incontestability and assigning responsibility

ARTICLE 28 - (1) The Bank shall use the techniques and astathle controls to enable the
restoration of incontestabilignd assignment of responsibility for the transasticealized

within the scope of internet banking activitieseTtchniques to be used and the controls to
be established shall ensure that both the bankhendustomer does not deny the transactions
realized by the party who started it and the pattp finished it in all kinds of transactions
emanating financial results. The audit trails fodnby the technique used or the controls

established shall constitute evidence and assgporssibility.
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(2) The techniques may be based on ID verificati@thanism or be integrated to it; or may

be devoted entirely to incontestabilénd responsibility assignment.

(3) The internet banking service presented byBhek shall be organized as to include the
necessary controls reducing the possibility of @ugrs to make wrong transactions and shall

ensure that they understand the risks concerngigtiiansactions completely.

Establishing audit trails
ARTICLE 29 — (1) The Bank shall establish a sufficient andceght mechanism to keep
audit trails for all the internet banking activigieThe Bank shall at least keep audit trails

concerning;

a) Account opening, closing and modification of @aat,

b) Transactions bearing financial results,

c¢) Limit exceeding approvals given for the customer

d) All kinds of modifications made in rights, pilieges, and constrain regulating the access to

the Internet banking system.

The audit trails shall include detailed informatitmnshow the source and the course of the

transaction from beginning until the end.

(2) The Bank shall ensure that the record keepmggsses and infrastructure concerning the
internet banking activities is structured as todpice evidences and prevent the deterioration
of these evidences, to distinguish the misleadindemces and to present the information in

assigning responsibility to the parties.

(3) The provisions concerning information and doeanmmkeeping within this article are
applied on condition that the provisions concernirigrmation and document keeping within

other related legislation are kept reserved.
Informing the customers
ARTICLE 30 — (1) The Bank shall inform its customers abow firesent policies and

procedures concerning the internet banking seaickeshall issue necessary warnings.
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(2) The Bank cannot open the internet banking serto usage for a customer without having
the customer’'s demand. If the customer has closethawle closed his/her access to the
internet banking service, the internet banking isencannot be open to usage without the

demand of the customer.

(3) In the website in which the internet bankingve® is procured, the Bank shall use the

techniques showing that the website belongs t@#re.

(4) The Bank shall introduce information aboutidentity and legal status on the website in
which it presents internet banking services. Withis scope, the Bank shall give information

concerning as a minimum:

a) Commercial title of the Bank, the address of ithead office,
b) Communication information concerning the BankiReggulation and Supervision Agency

which is responsible for the supervision of the IBan

c¢) Information concerning the conditions and scop@surance of the deposit.

(5) The Bank is responsible for;

a) Presenting clear and understandable informatloout the risks carried as well as the
favors gained by the internet banking servicesthadesponsibilities and rights of customers

benefiting from internet banking services,

b) Bringing the policies and procedures concerrting confidentiality of the customers’

personal information to the customers’ attentignplying also regard to bank security,

c) Informing the customers, about whom servicesgaren under the internet banking as well

as the conditions to access these services andtggequirements,

d) Publishing security guides aiming to create awass of customers and bringing the
policies and procedures about this subject to tis¢otners’ attention by also paying regard to

bank security,

e) Informing the customers about the modificatiorede in the internet banking system or in
the website in which the internet banking servisepiocured, and which may affect the

accessibility.
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(6) The Bank shall also inform its customers alfollbwing matters;
a) How to use the services procured within the sadpnternet banking service,

b) What shall customers do to realize their tratisas safely upon the internet banking, what
to pay attention in choosing passwords or varigideswords and the responsibilities of

customers in furnishing the safety of these pasgsyor
¢) What to do if there is a problem,

d) Conditions concerning each service procured #aken; clear definition of the

responsibilities and duties of the parties, withgiutng place to any hesitations.

(7) Any kinds of explanations defined within thepe of this article and aiming to inform the
customers is kept open to the customer’s accesseowebsite in which the Bank is offering
the internet banking service. All explanations khalas clear and understandable as possible.
The explanations shall be placed in a remarkatdeepbn the website in which the internet
banking is procured and there shall be orientatams systematical constraints to guarantee

that the customers read them at least for once.

(8) The Bank shall avoid the expressions giving impression or information that the

internet banking services are absolutely safe enetlare no risks in internet banking services
in the marketing activities, advertisements andliipatbons. The customers are warned about
the risks and threats of the internet banking amaimum effort shall be made to raise the

awareness of the customers.

(9) For the internet banking transactions realibgdmobile communication devices, the
informing necessities mentioned under this artimte valid. If these devices are remain
incapable to procure related information, necessaigntation to provide that the customer

obtains this information through another channel.

Service continuity and rescue plan
ARTICLE 31 — (1) The Bank shall procure service continuityilevel declared for the
internet banking or committed to the customers. Baerk shall take necessary measures to

minimize the legal responsibilities which may beamaited from service disconnections.
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(2) The Bank shall not make disconnections withehouncing previously the customers,
unless there are compelling reasons, The Bank ahatiunce the disconnections occurring in
the internet banking services in advance and gffaltm the customers about the reasons of

this disconnection.

(3) While developing service continuity and resquans, the attacks of putting out of

operation shall be taken into consideration, nesgsseasures are taken face to them.

PART TWO
ATM

ATM security
ARTICLE 32 — (1) The Bank shall establish measures to mirerttie risks concerning
ATM devices such as burglary, fraud, physical assad create awareness by the customers

about the safe usage of ATM devices.

(2) All kinds of passwords/changeable passwordsecaradefined on the ATM devices shall
be changed as to be unpredictable to preventlieaATM device is managed by malicious

persons knowing the passwords/changeable passwords.

(3) Necessary measures preventing malicious persolead programs with bad content to
ATM devices as well as unauthorized access, allyepoints providing the unauthorized
persons to attach another electronic device té&\d shall be closed. Necessary updates and
patches shall be loaded automatically or regulerlyhe ATMs to correct the security gaps.
Additional security measures shall be taken to gméthe connection of other devices in an
unauthorized way to the network between the ATM thredBank.

(4) The communication network used for the traneastrealized on the ATM devices shall
be qualified as to provide data safety, confidditgizand integrity. The PIN information
entered by customers as well as the informatioceaning the transactions realized shall be

transmitted in a coded way through the ATM netwiodide and outside the machine.

(5) The ID verification mechanism applied to cusessishall be formed by at least two

components independent from each other. These twipanents; are chosen as to belong to
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two of the elements which are “known” by the custonfowned” by the customer or “is a
biometric characteristic” of the customer. Compdeesuch as PIN information may be used
for the element “known” by the customer, or as ATlskd may be used for the element
“‘owned” by the customer. The components shall h&edy personal and ID verification and

the access to the services shall not be realizedsithese are presented.

(6) To provide the service continuity of the ATMwilges and to detect early the risks they
may be exposed to such as fraud and physical &saaaimote administration and monitoring
system shall be established by the Bank for the AdEMice.

(7) The ATM operators and technicians are trainbdué all of the actual fraud methods
concerning the ATM devices and these personnel sbglilarly control the ATM devices.

The ATM devices shall be regularly and attentivalyestigated face to the possibility of
installation of foreign equipments or other elesicodevices (card copying devices, fake

keyboard, camera, etc.) on them.

(8) The negotiations concerning the ATMs shall balized by at least two persons in

sufficient frequency and according to the distridautof duties principle.

(9) To ensure that its customers are benefitinglgdfom the ATM services, the Bank shall
inform them about ATM security and protecting thehass from actual fraud methods and

creates awareness by the customers about thiscsubje

(10) The Bank shall install a security camera t place where the ATM is placed, but this
camera is positioned as to the keyboard moveméte @ustomer are not seen. The security
camera records are maintained at least for two Insoand the camera equipments are
controlled regularly to see if they operate. Ifrthés a security camera infrastructure covering
the conditions mentioned in this paragraph, andraaoibhg the ATM by its recording field,
there is no need for an extra security cameratferATM. Furthermore, the condition to
install a security camera for the ATMs taken plagthin the activity field of public security
and intelligence institutions is fulfilled only the necessary permissions are granted from the

related public security and intelligence institago
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SECTION FOUR

Miscellaneous and Final Provisions

PART ONE

Miscellaneous Provisions

Wireless communication technologies

ARTICLE 33 — (1) The Bank shall take necessary measures tageathe risks relating to
the wireless communication technologies used ih bgecution of general banking activities
and establishment of alternative distribution clesnin its information systems
infrastructures. The management of risks relatatigaise of wireless communication
technologies in banking activities is considered asmponent of the information systems
management. The weaknesses of wireless technolagiedso considered and necessary
controls are established.

Situations not provisioned by the Communiqué

ARTICLE 34 — (1) In case of situations not provisioned by tBommuniqué; the principles
and procedures taken place within the Regulatiomtarnal Systems as well as the principles
and procedures taken place within the COBIT docuspresenting the internationally

accepted information technologies control targetsagplied.

PART TWO

Final Provisions

Transition Process
PROVISIONARY ARTICLE 1 — (1) The Bank shall align its present actiatand
systems with the provisions of this Communiquéhimitmaximum two years after the date of

promulgation.
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Entry into Force
ARTICLE 35— (1) This Communiqué enters into force as of Jan0a, 2008.

Enforcement
ARTICLE 36 —(1) The provisions of this Communiqué are enfdrby the Chairman of

Banking Regulation and Supervision Agency.
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