By the Banking Requlation and Supervision Agency:

REGULATION ON BANK INFORMATION SYSTEMS AND BANKING
PROCESSES AUDIT TO BE PERFORMED BY EXTERNAL AUDIT INSTITUTIONS
(Published in the Official Gazette dated January 2810, Nr. 27461)

SECTION ONE

Objective and Scope, Basis and Definitions

Objective

ARTICLE 1 — (1) The purpose of this Regulation is to lay dote principles and
procedures governing the information systems amkihg processes audit by authorized

external audit institutions.

Scope

ARTICLE 2 — (1) Partnerships under the scope of consolidagapport service institutions
which procure information systems services to bamkstitutions authorized to conduct
information systems and banking processes audermed audit institutions and outsourcing
provider institutions are subject to the provisiarfsthis Regulation to the extent of the
purpose stated in article 1 and on condition tdirbged with the purpose of preparing report
concerning information systems and banking processth banks.

Basis

ARTICLE 3 — (1) This Regulation has been prepared on thes lmé#rticles 15 and 93(4)
of the Banking Law dated October 19, 2005 and Nr. 4115



Definitions and abbreviations

ARTICLE 4— (1) Following terms used in this Regulation IsHeve the meanings

expressly designated to them below:
a) External audit: The definition included in ai® of RAAEA,

b) External audit institution: The institution torauct external audit in banks according to
the article 18 of RAAEA,

c) Bank: The bank defined in article 3 of the Law,

¢) Banking processes: Work processes establishedeoung the activities of the auditee

carried out within the scope of article 4 of theM,a

d) RAAEA: Regulation on Authorization and Activiieof Institutions to Perform External
Audit in Banks published in the Official gazettedethNovember 1, 2006 and Nr. 26333,

e) ISBPA: Bank information systems and banking psses audit,

f) COBIT: Current version of Control Objectives dnfmation and Related Technologies
(CEBIT) which was published by Information Systersdit and Control Association
(ISACA) Information Technologies Governance Ingat(TGI),

g) Auditor: Personnel assigned to perform informatsystems and banking processes audit
and of whom titles are listed in article 18 of tliRegulation and the financial auditor in

banking processes activities,

g) Auditee: Banks and partnerships within the scopeonsolidation and support service
institutions to the extent which are limited withetpurpose of preparing audit report within

the scope of this Regulation,
h) Financial auditor: External auditor defined iticde 4 of RAAEA,

1) General controls: Controls which aim to estdbhssufficient assurance relating to carrying
out the functions expected from information systemsy, preventing, determining and

correcting undesirable states and to provide avmrghy environment for functionality of



controls on banking processes and which are apmiatl or a major part of bank information

systems as well as policies and procedures whiahlerthese controls to be applied,
i) Law: The Banking Law Nr. 5411,

j) Control: All of policies, procedures, practicasd organizational structures which aim to
establish sufficient assurance relating to futidlibusiness purposes, preventing, determining
and correcting undesirable states,

k) Control target: Control targets in COBIT whichopide a desired result or a target is

acquired by making control procedures within a ggeinformation systems activity,

1) Board: The Banking Regulation and Supervisioar@p

m) Agency: The Banking Regulation and Supervisige#cy,

n) Maturity model: The maturity model in COBIT,

0) Authorized institution: The external audit imgtion authorized to conduct external audit

within the scope of this Regulation,

0) Managers: The managers defined in article 3 ohe t Law.

SECTION TWO

General Principles Concer ning I nfor mation Systems and Banking Processes

Materiality

ARTICLE 5 — (1) Materiality is an opinion matter; whereassitan evaluation of the effect
or possible effect of errors, omissions, violatiemgprocedures and unlawful legal acts arise
or may arise as a result of control weaknessesanksbto report their financial data and to

offer safe and uninterrupted service.



(2) Materiality concept in information systems asahking processes audit may be used for

planning supervision, concentrating on necessatgdj evaluating and regulating findings.

(3) Integrity, consistency, when necessary, secremyd continuity of data particularly
financial data which are sensitive in respect @f #uditee are fundamental elements which

should be considered within the scope of mateyialit

(4) While elements such as value, transaction faqy of the financial transaction carried
out by the process or system are used in evaluafiaontrols effecting financial reports;
elements such as criticality of work process, adssystem and operations, size of possible
results of errors, number of transaction/inquirglieed in a period of time, quality, timing
and scope of files kept and reports produced, rements of service level contracts and
amounts of fine in penalty clauses are used inuawi@in of controls relating to non-financial

transactions.
Control weakness

ARTICLE 6 — (1) The auditor uses the criteria below in cly&sgy control weakness and

deficiencies subject to the findings he verifiemassult of his analysis:

a) Control weakness: Design or execution of a obmiot enabling to prevent and determine

the errors on time.

1) Lack of control in design, absence of contralttshall provide a control target to be
acquired or an existing control, even functionirsgdesigned, failing to fulfill the expected

control target due to errors in design.

2) Lack of control in operating, a well designedttol failing to operate as designed or
personnel performing the control being unauthoriaead unqualified to execute the control

effectively.

b) Noteworthy lack of control: is defined as a ecohtweakness likely to have negative
influence on providing integrity, consistency, aslility and when necessary secrecy of
financial data of the auditee, and on obtainingatetinuity of activities or deficiency which

cannot be considered as unimportant arise as a&qoesce of many control weaknesses

gather. Deficiencies which are likely to have negatffect on preventing the errors and



omissions which happen to occur during reliabl@reéing of the financial data of the auditee
according to the generally accepted accountingdstas and authorizing, processing or

reporting the records are also evaluated withis shbpe.

c) Significant lack of control: One or a numberaaintrol weaknesses coming together to
prevent a significant error in financial reportitige auditee carries out periodically or highly
likely to have negative effect on providing inteégriconsistency, when necessary, secrecy, of
processes performed within the structure of bankvel as information relating to these

processes

Efficiency, adequacy and consistency

ARTICLE 7 — (1) In order a design of a control can be cozigd effective, control
weakness in design should not be within the stracti this control or even so should not

cause a significant control deficiency.

(2) In order an operation of a control can be abergd effective, control weakness in
operation should not be within the structure oktbontrol or even so should not cause a

significant control deficiency.

(3) Sufficiency of controls on information systearsd banking processes means;

a) Designs of all controls subject to audit witltire scope of materiality principle are

effective,

b) These controls have been designed so as to gedtia result expected from them within

the scope of business purposes and to compensatiskh being exposed.

(4) Effectiveness of controls on information syssesnd banking processes means;

a) Operations of all controls subject to audit wtithe scope of materiality principle are

effective,

b) These controls execute the functions and cotdrgets expected from them duly.



(5) In order a control can be considered consistehsusjects and liabilities included in Law
on the control and sub-regulations and directivaisliphed pursuant to this Law should be
fulfilled. Consistency of controls on informatiogssems and banking processes means all

controls subject to audit within the scope of bass purposes are consistent.

Audit risk

ARTICLE 8 — (1) Audit risk is the possibility that auditorifato give accurate opinion

depending on the risks stated below:

a) Structural risk: means the risk of presencetdéast a noteworthy lack of control, due to

the fact that there is no control.

b) Control risk: means the risk of control failibg prevent, disclose or fix on time at least a

noteworthy lack of control, due to the fact thadaes not function duly.

c) Detection risk: means the risk of auditor fajlito disclose at least a noteworthy lack of

control in internal control system of the auditee.

(2) Significant or noteworthy lack of control rismeans the risk of presence of at least a
noteworthy lack of control in internal control sgst of the auditee. Significant or noteworthy

lack of control risk is derived from structuralkiand control risk.

(3) The auditor uses appropriate audit techniqoedetrease detection risk in areas which
significant or noteworthy lack of control risk igjh, so as to decrease audit risk to reasonable

level.



SECTION THREE

Authorization, Permission and Member s of Profession

Conditions sought in institutions to be authorized

ARTICLE 9 — () It is obligatory that the institutions to hethorized within the scope of

this Regulation shall;

a) Have the authority to perform external audibamks,

b) Employ auditor at adequate number and qualityatoy out the activities within the scope

of this Regulation.

Information and documents required during application for authorization

ARTICLE 10 — (1) The following information and documents ti&lg to the auditors
excluding assistant auditor are added to the leftapplication to be granted by the external

audit institution which intends to operate in ISBB&ivity to the Agency:

a) Detailed CV’s covering professional experient¢esnings they received relating to audit,
if any, audit operations they participated in asks they were assigned in these operations to
be drawn up as per the model in annex-1 as wetiaser or copies certified by the Agency

of diplomas/ graduation certificates relating t@ergraduate and/or graduate documents,

b) If any, Certificate of Information Systems Audit{CISA) or master or copies certified by

the Agency of other certificates relating to thepe of this Regulation,

c) Copies of documents relating to the trainingenged or given on subjects that fall within

the scope of this Regulation,

¢) Written declarations that they have no crimnealords,

d) Titles deemed appropriate within the scope efRlegulation,

e) Written declarations to be drawn up as per tlmgehin annex-2 that they have no

partnership in more than one external audit insit)



f) Written declarations to be drawn up as per tloelehin annex-3 that they are not partner in
auditees or external audit institutions of whiclhauity to perform audit in companies subject
to Capital Market Law dated July 28, 1981 and 289 been terminated nor external auditor

or auditor in audit activities causing terminataimauthority,

g) Written declarations to be drawn up as per tloelehin annex-4 that they do not work

excluding professional activities,

g) Written declarations to be drawn up as per thelehan annex-5 that they are or will be

employed full time in external audit institutions,

h) Provided that is verified by a document to bendeded from the related institution that
they have not received a fine to pose an obstacmnduct external audit as a result of a
disciplinary proceeding carried out beforehand as falready been carried out, written
declarations to be drawn up as per the model ie@aBrthat whether or not legal proceedings
were taken about them by other competent authsritiet the Agency shall be informed in
seven days at the latest when such a proceedirampagd they shall resign from the office in
fifteen days at the latest, in case of receivingenalty as a result of the proceeding that will

pose an obstacle to perform ISBPA,

1) Written declarations to be drawn up as per tlel@hin annex-7 that they shall undertake to
resign from the audit service given to the bankase of elimination of independence during
ISBPA activity.

(2) Declarations that they shall insure profesdidiadility insurance in order to meet the
losses that may arise due to the services giveext®rnal audit institution are also added to

the letter of application.
Granting authorization to perform information systems and banking processes audit

ARTICLE 11 — (1) In consequence of in-site audit carried lmuthe Agency for evaluating
partners and auditors of external audit institugiarno applied to obtain authority to perform
ISBPA within the scope of the information and doemts defined in article 10 of this
Regulation and determining their professional awathhical competencies, the said competent

authorities are furnished with the authority tofpan audit in banks within the scope of this



Regulation and upon the resolution of the Boardaise of a conclusion has been reached that

they have the competence to carry out the subpéctstivity.

(2) During the process of evaluation of author@atapplications, additional information and
documents may be demanded, when deemed by the yAgenwrder to measure the
competence of the external audit institution. Infation and documents demanded are taken

into consideration in evaluations on furnishing élughority.

(3) Subjects which are considered during authadmgirocesses of external audit institutions

may be reviewed by the Agency.

(4) Continuity of elements ensuring authority torfpem audit within the scope of this
Regulation to be obtained is principal. The Agemogy control the presence of these

elements when it deems necessary.

(5) Titles of external audit institutions which arerfighed with the authority to perform audit

within the scope of this Regulati@me announced in the web-site of the Agency.

Termination of the authority to perform information systems and banking processes

audit

ARTICLE 12 — (1) Authority of the authorized institution t@gborm information systems

and banking processes audit is terminated permigrignthe Board, in cases below:

a) Carrying out information systems and bankingcesses audit activities without acting in
accordance with the article 26 (3) of RAAEA,

b) Failing to take out the professional liabilitgysurance that is obligatory to be insured
pursuant to the article 36 of the Law and accordiagthe procedures and principles
determined in article 26 (11) and (12) of RAAEA &® to include information systems and

banking processes audit,

c) Information systems and banking processes &waihich positive, conditional or negative
opinion is given being unable to prove that théhatized institution is not defective in case

of situations determined by the Agency which sigaiftly affect protecting the assets of the



auditee, carrying out its activities in accordangéh the Law and the related legislation,
interbank policies and rules and banking practicesyviding reliability, integrity of

accounting and financial reporting system and pmment of information on time,

¢) Permanent termination of authority more thaneomathin the scope of the second

paragraph,

d) There is no audit contract proceeding within fwepe of this Regulation or elements
included in audit contract are not fulfilled orfilied imperfect according to the audits carried

out,

e) A situation contradicting with the article 2aj1

f) Authorized institution losing the conditionsanticle 9.

(2) Where one or more of the cases below are detednthe Board is authorized to
terminate permanently the authorized institutioaghority to perform information systems

and banking processes audit in banks on conditianit will not last more than two years:

a) Titles used by auditors failing to be approgriat the provisions stated in article 18,

b) Changing the auditors without informing the aeels and the Agency beforehand,

c) Repetition or failure to fulfill more than on@@ one audit period of situations subject to
warning by the Agency, due to failure to comply twithe procedures and principles
determined in this Regulation,

¢) Failing to acquire adequate audit proof,

d) Failing to furnish the information and documed¢snanded by the Agency.

(3) Before the authority is terminated permanewtiytemporarily, statement of the related
authorized institution is taken. In case no statgngegiven in one month beginning from the
date of notification of the letter on requestingtsinent, it is accepted that the right of defense
has been disclaimed.

(4) Within the scope of this Regulation, terminat@f the authorized institution’s authority to

perform audit does not mean the termination of @itthto perform external audit. In case the
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authorized institution’s authority to perform audtterminated, authority to perform audit
within the scope of this Regulation is consideredbe terminated without requiring any

proceeding.

(5) The Board forbids partners or auditors of the auled institution, which are determined
responsible for failing to abide by the warningsdméy the Agency or repetition of the cases
subject matter of the warning or who fail to abijethe responsibilities set forth in article 20,
to perform ISBPA activities using member of professtitles defined in article 18 of this

Regulation.

(6) Titles of external audit institutions of whi@uthority is terminated within the scope of

this Regulation are announced in the web-site @#thency.

Performing information systems and banking processes audit through procurement of

support services

ARTICLE 13 — (1) External audit institution may carry out itctivities through

outsourcing.

(2) External audit institution is obliged to getréssion within the scope of this Regulation
So as to carry out ISBPA activity by the auditemtigh the service it shall receive from

outsourcing provider institution/ institutions.

(3) External audit institution is decisively resgide for the related activities and liabilities
within the scope of this Regulation on behalf eéif and the outsourcing provider institution/

institutions, in case it carries out audit actiityough outsourcing procurement as well.

(4) The same outsourcing provider institution mayegservice to more than one external

audit institution.

(5) One external audit institution may apply foceinse to perform ISBPA through
outsourcing for maximum 3 periods at a time. Whenlicense period is expired, the related

external audit institution may apply again for fise to perform audit through outsourcing.
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Conditions sought in support service provider institution

ARTICLE 14 — (1) It is obligatory that the institutions frowhich external audit institution

shall receive service to carry out ISBPA activity;
a) To have auditor with the qualifications defingmbn this Regulation,
b) To employ auditors in audit teams in sufficiantmber and qualifications,

¢) Should not give management or consultancy seracnor be in a business relationship

with the institution under audit for minimum laktée years,

¢) To assign its auditor in information systems aadking processes audit, on condition that

he is committed to audit principles or does notrhauditor independence principle

d) Should not have carried out audit in the sandite& continuously for 7 years or more

within the scope of this Regulation.

(2) It is required that the outsourcing providestitution to have enacted a contract with the
external audit institution within the scope of tiRggulation so as to carry out information
systems and banking processes audit. Upon thisaminexternal audit institution is obliged
to provide commitment of the outsourcing providestitution to audit principles, bear all
conditions regulated for auditors within the scagethis Regulation and the other related

regulations and to comply with the provisions retbto audit activity and other subjects.
Information and documents required during application for per mission

ARTICLE 15 — (1) External audit institution which intends pmocure outsourcing in
ISBPA activity expresses the auditees for whicshill carry out audit activity as well as the

audit period clearly in the letter of applicatiarsiall furnish the Agency with.

(2) The following information and documents areaelied to the letter of application to be

submitted to the Agency;

a) Memorandum of understanding received from thk&dnaving external audit relation and
which indicates that there is no harm for the saistitution to provide outsourcing in

performing information systems and banking processglit in banks,
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b) Documents concerning external audit institutgomd outsourcing provider institution and

partners and auditors which should be includediwitie scope of article 10 (1) and (2),

c) Contract enacted between external audit ingiiiuand outsourcing provider institution and
which responsibilities of the parties and audipdase expressed clearly, subjects such as the
person whom outsourcing provider institution assdyrwith signing audit report, audit
principles, independence of audit/ auditor, confiddity and conflict of interest, audit teams

and hourly audit fee and total service cost hawnlwdarified,

¢) Addresses of central office or if any, brancld/an branches of outsourcing provider

institution,
d) Balance-sheet of outsourcing provider instituti the date of application,

e) In case the outsourcing provider institution hakegal relation with a foreign company
concerning the area subject to outsourcing procengntopies of contracts enacted with the

said company certified by the authorities of compan

1) Written declarations to be drawn up as per tlegehin annex-8 that the outsourcing
provider institution has not procured managementcanrsultancy service to nor be in a

business relationship with the institution undeditar its subsidiary for minimum three years,

g) Written declarations to be drawn up as per thelehin annex-9 that the auditors of
outsourcing provider institution shall take offige information systems and banking
processes audit, on condition that they are corathitb audit principles and does not harm

confidentiality and auditor independence principle.

Granting authority to perform information systems and banking processes audit

through procurement of support services

ARTICLE 16 — (1) In consequence of in-site audit carried outh® Agency by evaluating

external audit institutions which apply for license conduct outsourcing procurement and
ISBPA as well as institutions providing outsourcengd partner auditors of these institutions
within the scope of the information and documersned in article 10 of this Regulation and

determining their professional and technical cormpeies, the said competent authorities are
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furnished with the authority to perform ISBPA fdyetperiods deemed appropriate and by the
auditees deemed appropriate and upon the resokitihre Board, in case of a conclusion has

been reached that they have the competence tomartijie subjects of activity.

(2) In case the institution from which external &umstitution shall provide outsourcing is an
authorized institution within the scope of thisgRktion, no Board resolution is sought on
license to perform ISBPA through outsourcing precsent, Board evaluations are taken as a

basis.

(3) Resource adequacy of the outsourcing providstitution concerning the said services
and audit activities it carries out currently witithe scope of this Regulation are taken into
consideration according to the evaluations to beiezh out by the Agency, in case the

outsourcing provider institution becomes the augear institution.

(4) External audit institution which is furnishedthvthe authority to conduct audit through
outsourcing procurement and the related outsourpnogider institution on condition it is
limited with the service it provides within the pepof ISBPA, unless otherwise stated, are

subject to all provisions on authorized institagppursuant to this Regulation.

Termination of authority to perform information systems and banking processes audit

through procurement of support services

ARTICLE 17 —(1) Where one or more of the cases stated inl@d (1) and(2) in licensed
institutions which are determined to have actedresgdhe provisions of this Regulation and
institutions from which they provided outsourcing @etermined, depending on the character
of the conflicts, the Board terminates temporagihd permanently the authority of external
audit institution to perform information systemsdabanking processes audit through

procurement of outsourcing upon the evaluation nimdihe Agency.

(2) In case the contract between external auditui®n and outsourcing provider institution

is terminated, license to perform ISBPA is annubgdhe Board.
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Titles of member of profession

ARTICLE 18 — (1) The auditors assume the titles of responsiilermation systems
external chief auditor, information systems extéomaef auditor, senior information systems
external chief auditor, information systems extemalitor and information systems assistant

external auditor, according to the order of precede

(2) Information systems audit, professional infotima systems control or security, total time
spent in any or several software development stb@t condition that it is limited with the
areas relating to banking activities are considee@rofessional experience according to this

Regulation.

(3) Professional experiences of auditors who hdne Qertificate of Information Systems

Auditor (CISA) are considered as Professional erpee.

(4) In the evaluation of experience conditions, mmasm 5-year period of the experiences are
declared null and void with the exclusion of inf@tmon systems including the third

paragraph of this article. Certificate of InfornuatiSystems Auditor (CISA) and Certificate of
Internal Auditor (CIA) are considered as informatisystems experience of additional one

year each in the evaluation of experience condition

(5) It is obligatory that the Information Systemsté&tnal Auditor shall bear the following

gualifications:

a) Having completed 4-year programs of universitiefigher education institutions abroad

of which accreditation is accepted by competerti@ities.

b) Having minimum 3 years of effective professioagperience.

(6) It is obligatory that the Senior Information sBgms External Auditor shall bear the

following qualifications:

a) Having the conditions sought for the title dfoimation Systems External Auditor.

b) Having minimum 6 years of effective professioegperience.
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(7) It is obligatory that the Senior Informationsyms External Chief Auditor shall bear the

following qualifications:

a) Having the qualifications sought for the titld@formation Systems External Auditor.
b) Having minimum 10 years of effective professicgwperience.

c) Having CISA.

(8) Members of profession having the conditionsgbbun paragraph seven shall have the
title of Information Systems External Chief Auditmn condition that it is deemed appropriate

as a consequence of the evaluations made by thecjge

(9) Promotions made to other member of professitestexcluding Information Systems
External Chief Auditor title are made by authorizedtitutions and notified to the Agency
pursuant to the procedures and principles set foytthe Agency. Those whose information,
ability and competence are not as required foupiger precedence cannot be promoted to the

upper title, even if they acquired the experiermaddions.

(20) It is obligatory for all members of professisho are assigned with audit of authorized
institution within the scope of this regulation teceive or give continuing training on
information systems and banking processes auditmfmimum twenty hours yearly and

minimum one hundred and twenty hours triennially.

SECTION FOUR
Responsibilities of Parties

Responsibilities of the auditee

ARTICLE 19 — (1) The auditee is obliged to make the informatsystems documentation
suitable and ready to banking processes documentaind to any record, information,

structure and systems.
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(2) The auditee is obliged to give any informatiand documents which the auditor
demanded relating to ISBPA, even if confidential.

(3) The auditee is obliged to notify all systems amactices they use in their activities along
with the implementation list including usage tasgeind submit the work flow diagrams
which he prepared pursuant to the article 9 of Rlegulation on Internal Systems of Bank
published in the Official Gazette dated November 2D06 and 26333 as well as
documentation concerning control mechanisms and dseuments concerning banking

practices to the auditors.

(4) The auditee delivers a copy of internal audparts demanded by the auditor to the
auditor and takes the necessary measures so aviog@icooperation between the customers
of auditor and auditee within the scope of art®Te provides the investigators to answer and
clarifies the questions addressed by the auditaitsecauthorized institution.

(5) It is the responsibility ofthe audit committee of the bank to inform the boardlioéctors
of the bank about the determinations made by tli#t@s; and to provide the coordination

between external auditors and members of boardedtdrs and the personnel under audit.

(6) In cases where the authorized institution terided to be changed by the auditee within
the contract time or the authorized institutionedcagainst ISBPA contract and/or the audit
has not been carried out pursuant to the princiggegorth in this Regulation, it is obligatory

that the situation is notified to the Agency alongh justifications and the assent of the

Board is received so as to terminate the auditraont

(7) The auditee is obliged to submit the managemtiement which gives assurance on its
internal controls as of the audit period and igifted by the board of.

(8) The auditee concludes its commitments relatinthe solutions of findings presented in
the audit report through an action plan and reptiesn pursuant to the procedures and
principles to be set forth by the Agency. Managenoérthe bank is responsible in providing

the action plan is executed and the commitmernttisisnplan are met on time and completely.
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Responsibilities of authorized institution sand auditors

ARTICLE 20 — (1) Auditors and financial auditors with whom yheooperate in ISBPA
activity; are obliged to abide by the professiopahciples the profession requires and the
audit principles determined in RAAEA upon this Riagion, to prepare an audit plan having
considered risks and weaknesses that may be imiatmn systems and banking processes
and within the scope of Professional skepticism sutamit it to the auditee and implement it,
to refuse to accept the declarations of the masageradequate audit proof and to prepare the

audit report.

(2) Pursuant to the article 13 of RAAEA, qualitysasance system which is required to be
established by the external audit institution isried out in a way to include the audit

practices performed within the scope of this Retjuteas well as the audit reports.

(3) The auditor is obliged to inform in writing thmanagers of the auditee and audit

committee of the auditee concerning errors andexbusevery phase.

(4) It is obligatory that the changes in documenrd declarations stated in article 10 of this
Regulation are notified to the Agency in seven d&fsanges in audit staff are notified to the
Agency pursuant to the procedures and principlésragned by the Agency along with

justifications.

(5) Authorized institutions are obliged to providee information systems auditors they

employed to attend training programs continuously.

(6) In cases of withdrawal from ISBPA within cordtdime or termination of the contract, the
authorized institution is obliged to notify the Ag® on the situation in five work days along

with justifications.

(7) In case transactions which do not abide byldigal provisions taken as a basis or any
development which may cause a negative opiniorettblmed or failure to give opinion are
ascertained during ISBPA activity, even if the aeeliremoved these, the Agency is notified
in writing by the auditor in fifteen days followirfpese situations were ascertained. In cases
which constitute crime against the Law and othwus|athe situation is submitted urgently to

the competent authorities an in addition the Ageadgformed in writing.
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(8) The auditor informs the managers in writingooally on any subject he deems important,

including those arise during ISBPA and the subjetated below:

a) General approach and scope of information systmd banking processes audit including

possible restrictions and additional studies,

b) Troubles concerning policy making process wiiak or might has significant influence on
information systems and banking processes, problerpslicy implementations or changes

in policy implementations,

¢) Ambiguities which may cause suspicion on theticomlity of bank activities,

¢) Disagreements with managers on subjects whicly have significant influence on

information systems and banking processes or agjoiitrt,

d) Significant weaknesses and risks included iarimftion systems and banking processes.

(9) In cases where the information is made oralhe auditor documents the subjects

disclosed in working papers and answers received.

(10) The auditors are obliged to protect for thetl@d without changing the documentation
and letters entrusted to themselves by the refadetibs within the scope of ISBPA during the
period their work requires and to return them at ¢éimd of the work. Copies of documents

which constitute audit proof may be protected l®ydhthorized institution.

(11) Authorized institution and auditors; take theasures concerning the protection of
information they learned because of ISBPA actigitd which are confidential pursuant to
the provisions of the related regulation in thespreee of themselves, cannot disclose these
information anyone excluding those clearly auttediaipon the law and cannot use them

directly or indirectly for their own benefit.

(12) In case the information and documents conngrdiSBPA are not submitted to the

authorized institution by the auditee, this sitoatis notified to the Agency urgently.

(13) In case the auditors of authorized institwgiare changed or auditors are employed
excluding assistant auditor, it is obligatory tttad decision models relating to assignment or

election as well as the documents indicating these persons bear the qualifications sought

19



upon the Regulation are submitted to the Agenciwienty days at the latest following the
date of change or employment, pursuant to the poes and principles set forth by the
Agency. Changes on which no negative opinion isveedd in forty five days as a result of
the evaluation made by the Agency are considerkd. va

(14) The authorized institution is obliged to insyrofessional liability insurance in an extent
to meet the risks which may derive from ISBPA.

(15) The authorized institution is obliged to subthe working papers to be prepared within
the scope of this Regulation by the auditors it leygd as well as any information and
documents relating to the audit to the Agency oth® authorized professional personnel of
the Agency on demand.

SECTION FIVE

Principlesfor Information Systems and Banking Processes Audit

Infor mation systems and banking processes audit and purpose

ARTICLE 21 — (1) ISBPA is a process constituted of; phasesativering opinion and

reporting as a result of the evaluation of processéating to information system elements
and banking activities such as process, activitjtware and hardware included within the
scope of information systems management as wetitashal controls established within this

system and processes this systems and processes.

(2) Fundamental objective of ISBPA is to deliverimipn on conformity, efficiency and
adequacy of information systems and banking presestthe auditee as well as its internal

controls relating to this system and processes
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Scope of information systems and banking pr ocesses audit

ARTICLE 22 — (1) Audit to be carried out within the scope lostRegulation is constituted
of information systems audit defined in article @4this Regulation and banking processes

audit defined also in article 25 of this Regulation

(2) The auditor specifies in writing the processtem, activity and control mechanisms he
shall analyze within the scope of bank informasgstems and banking processes with a risk-
oriented point of view and based on materialityecia. Nevertheless, the auditor ensures the
scope of audit he determined within the scope demnelity criteria to be in a way to obtain
sufficient audit proof for providing reasonable wssice to the audit he shall conduct

according to this Regulation.

(3) Activities carried out under the structure tof internal systems relating to the internal
control system of the auditee are analyzed accgrdirarticle 26 and within audit of banking

processes.

(4) Banking processes audit is conducted every, ywhile information systems audit is

conducted biennially.

(5) The Agency, when it deems necessary, may difteate the scope and frequency of these

audits for any or for all of the auditees.

(6) Institutions to be audited within the scopecohsolidated ISBPA are designated pursuant
to the provisions taken as a basis in determinatiocredit institution or institutions having

financial institution nature which are included time regulations made by the Agency on
preparation of consolidated financial statementbastks and which shall be included to the

preparation of consolidated financial statements.

(7) The auditor specifies in writing the scope 88PA he shall carry out in partners to be
audited pursuant to paragraph six by using the naditg criteria, in a way to determine the
consistency, efficiency and adequacy of the cositan information systems and processes

which produce the financial information subjecttmsolidation.
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Relation between information systems and banking processes audit and exter nal audit

ARTICLE 23 — (1) With external audit, ISBPA is planned and lempented; in an holistic
approach due to the fact that they contain conaiabers to influence the scope and result of
each other.

(2) The auditor, while determining the scope of P#Band carrying out the activities within
this scope; considers obtaining audit proof alssupport audit risk evaluations relating to

external audit, as well as obtaining audit procfgueate enough to support audit opinion.

(3) Audit subjects expresses in article 35 of RAARFe taken into consideration while
carrying out the activities within the scope of I8 on condition that it is limited with the

framework in article 22 of the Regulation.

(4) In case the opinion on information systems #&aaking processes is “conditional”,
“negative” or “avoidance to give an opinion”; omni and determinations which constitute

basis for the opinion are submitted to the finaraiaitor in writing.

I nformation systems audit

ARTICLE 24 — (1) The auditor assesses information systemsrgkeoentrols in respect of
consistency, efficiency and adequacy within thepscbe determined in accordance with

materiality criteria.

(2) General controls are audited according to CQBibm framework, standards or
methodology taken as a basis in their establishraadt considering the provisions of the
regulations made by the Agency on the principledd¢otaken as a basis in information

systems management in banks.

(3) As a complementary element for analysis studiesting to the consistency, efficiency
and adequacy of general controls; maturity levehefprocess concerning the related control
target within the scope of maturity model is alstedmined. All detailed control targets are
taken into consideration while analyzing the mayutevel of the process concerning the

related control target.
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Banking processes audit

ARTICLE 25 —(1) The auditor assesses banking processes oautigee and internal
controls upon these processes in respect of censigt efficiency and adequacy within the

scope he determined in accordance with materieditgria.

(2) Processes below concerning banking activitiéhinv the scope of audit of banking
processes and subjects related to the other relgpnecesses are analyzed by considering

within the scope of materiality criteria.

a) Deposit Process: transactions on deposit acsowmeques/bills, fund transfers and
collection transactions, calculation controls sashclassification of deposit, determining the
scope of savings deposit and calculating savingmsieinsurance premiums, controls on

money laundering, accounting of transactions ahdratontrols in the process,

b) Consumer/Corporate Credit Processes: Receivinditcapplications, evaluating them,
credit allocation and extension transactions amajals, indemnification, controls on credit
limits and credit refunding statements, transfeocpss to NPL accounts and provision
calculations, classification of credits, preparagng reports and restructuring transactions,

accounting of transactions and other process dsntro

c) Accounting Process: Interest, income/expensegréton and rediscount calculations,
consistency to uniform chart of accounts in tratieacbasis, amortization calculations,
authorization process on withdrawing accountingckhestablishment of balance, presence of
authorization on withdrawing retrospective accaumttheck and integrity and accountability
of the related records, providing sequence of &etien numbers, control of transaction limits
and authorities, agreements between branch andajesieectorate, controls on preparing
account plan and changes, conformity of ledger @atsowith auxiliary sub and provisional

accounts, accounting of transactions and othermrgsocontrols,

¢) Alternative Distribution Canals Process: Autkation on electronic banking/ alternative

distribution canals, identity validation, accougtiand other process controls,

d) Bank and Credit Cards Process: Bank and crealil @pplication evaluation, limit
allocation, card printing and distribution transacs, member office and POS transactions,

controls on usage of cards and premier point prastitransfer process to NPL accounts and
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provision calculations, preparing aging reports aedtructuring transactions, agreement
controls such as bank and card center agreemertsurating of transactions and other

process controls

e) Financial Reporting Process: Control of usagegss of bank records and information

resources in financial reporting and other procestrols,

f) Payment Systems Process: Payment system costrolsas EFT, EMKT, Settlement and
Custody Bank, SWIFT transactions and security @xaroncerning them, accounting of

transactions and other process controls,

g) Treasury/Securities and Fund Management Prodgestrol of securities and fund
management work processes, derivative product®eawnts on nostro, vostro and loro
balances and control of correspondent records,uatiog of transactions and other process

controls.

(3) Efficiency of the controls on banking processedependent on efficiency and adequacy
of the related information systems general conttdénce, the auditor, while making analysis
on conformity, efficiency and adequacy of the colstron banking processes, takes
information systems general controls he deems sapesnto consideration. The auditor

includes the said general controls within the soofpaudit and evaluates their efficiency and

adequacy as well as their effect on controls orkipgnprocesses.

(4) The auditor tests the controls below, as a mmimn, for the processes expressed in

paragraph two and which he includes in the audips@s a result of materiality assessment:

a) Controls which shall prevent or determine thetudtbance of controls by the management

from being operated effectively,

b) Information systems and general controls of #luglitee and risk assessment process

concerning the controls in banking processes,

c) Controls such as reviewing, reporting, intertaga and agreement on surveillance of

process and transactions,

¢) Controls on surveillance of controls,
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d) Controls upon accounting and financial reporpngcess concerning the end of period,

e) Controls on preventing and detecting forgery amdgularities such as repeated

information system and double entry systems,

f) Controls on conformity and reliability of bankjninformation on rates and amounts of
interest, expense, commission, stoppage etc. a$ aselmaturity and effective date

information with data, transaction and records thrensignificant banking information,

g) Controls on implementation of segregation ofeiprinciple,

&) Authorization and access controls and controlssetewing these controls,

h) Approval mechanisms which appear/should appeeairying out transactions which pose
risk,

1) Controls on confidentiality of data, transactemd records,

i) Controls on keeping audit trails, providing theécurity and reviewing and evaluating them

on a regular basis.

Evaluation on internal control and internal audit system

ARTICLE 26 — (1) The auditor assesses the studies he camtewithin internal control
and internal audit systems of the auditee withangbope of materiality criteria, on condition
that it is limited with the controls on informaticsystems general controls and banking

processes. Accordingly;

a) The following cases, as a minimum, are taken munsideration while analyzing the

activities carried out relating to internal contsystem:

1) Situations relating to control environment,

2) Approach and implementation adopted in establgshoperating and supervising an

efficient and adequate internal control systemhgyrhanagement,
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3) Implementation of ethic principles of which framork was described in article 75 of the

Law and awareness level of the employees on thigsu

b) He evaluates the activities and performancatetnal audit department carried out relating

to surveillance of efficiency, adequacy and coesisy of internal control system

c) Information systems activities of the auditee ken into consideration within the scope
of evaluating internal audit department. The follogv cases, as a minimum, are analyzed

while evaluating the information system audit fuoctof the auditee;

1) Position and independence of the staff withendhganization,

2) Competency of the personnel in respect of gaatibn and number,

3) Planned and realized audit studies,

4) Follow-up of audit results.

¢) The auditor evaluates the activities carried dwing risk assessment process relating to

internal control system of the auditee and hisqrer@nce.

Conducting infor mation systems and banking processes audit activities

ARTICLE 27 — (1) Pursuant to this Regulation, it is necesgaigt the external audit
institution to have the authority to perform aualitd to have enacted audit contract with the

auditee, in order to carry out ISBPA activities.

(2) Authorized institutions are obliged to haveodieen carrying out external audit activities
of the auditee during the period in which informatisystems and banking processes audit

shall be carried out.

(3) Banking processes audit is conducted by thenfiral auditor assigned by the authorized

institution together with information systems aadit
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SECTION SIX

Information Systems and Banking Processes Audit M ethodol ogy

Audit strategy and audit plan

ARTICLE 28 — (1) For the audit study to be carried out, anR8Bstrategy is formed which
regulate the scope, timing and orientation of thditaand forms a basis for improving the
audit plan, depending on loyalty degree of actgitof the auditee to information systems and
of complexity of banking processes, economic, faianexpectations and their relation with

information systems and the auditor’s opinion anghfficiency of its internal systems.

(2) ISBPA strategy includes subjects such as tbpesof the audit, materiality evaluation to
be used during audit, important changes that mayrao the processes to be audited during
audit.

(3) The auditor develops an audit plan sufficiemiugh to decrease audit risk to a reasonable
level and consistent with ISBPA strategy for obitagnappropriate audit proof.

(4) While developing ISBPA strategy and plan; intraudit reports, ISBPA audit reports

and correspondences between the auditee and thieygee taken into consideration.

(5) While developing andSBPA planning, a risk evaluation study which i®abthe system
and processes of the auditee is conducted andseduthis study are evaluated in respect of

materiality criteria.

(6) External information systems and banking preessaudit includes, as a minimum, the

following,
a) Definition of type, timing and detail degreeanidit techniques,

b) Definition of type, timing and detail degree ngk assessment techniques used in
evaluation of significant or noteworthy lack of ¢ risks and

c¢) Planning relating to sending audit team andesllance of their activities, having regard to

personal abilities and competence of the team mesrbée assigned in ISBPA activity.
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(7) ISBPA strategy and audit plan is updated arahghd during audit process, when deemed

necessary and along with justifications.

(8) The auditor takes the risks on error, abuses igal acts into consideration while

planning the audit.

Testing audit techniques and controls

ARTICLE 29 — (1) The auditor uses all or some of the follogviaudit techniques with
respect to the right time and detail so as to ab#alequate and necessary audit proofs to

provide reasonable assurance to establishing prabf:

a) Collecting information,

b) Observation,

¢) Interrogation and verification,

¢) Re-implementation,

d) Recalculation,

e) Analytical review.

(2) The auditor determines the scope of the cositie shall test by considering the
materiality principle and in a way to give him asenable assurance about the information
systems and banking processes of the control s&tdletest and the efficiency, adequacy and

consistency about all controls on this system aondgsses.

(3) In order to give opinion that the controls ofiormation systems and banking processes
are efficient, adequate and consistent; efficieaegt consistency of design and operation of

all controls under analysis should be tested.

(4) The auditor, in order to decrease the audikt tts a reasonable level, details his tests

expands the sampling volume and increases the adga@und reliability degree of his proofs,
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so as to decrease the determination risk in areasich significant and noteworthy lack of

control risk related to the control he tests ishhig

(5) The auditor, while determining the scope oft teslating control, takes control
characteristics into consideration such as appicdtequency of the related control, trusted

period in respect of being active, deviation exagch in controls.

(6) The auditor cannot give opinion on efficienagequacy and consistency of a control with

the audit proof he obtained using information gatigetechnique.

(7) The auditor determines the time dimension hesiciers while testing a control in a way to
give opinion regarding the entire audit period.

Audit sampling

ARTICLE 30 — (1) Audit sampling refers to; audit techniquestoapplied to less than 100
per cent of a basic mass concerning audit in a twagnable all items to have selective
chances. Audit sampling furnishes the auditor wihaining audit proof and evaluation about
the selected samples in order to develop an opiretating to total data set in which the

samples are taken. Statistical or non-statistippt@aches can be used in audit sampling.

(2) The auditor, while preparing audit sample, $tidake into consideration the objective of

audit technique and qualities of the basic mass frdich the sample shall be selected.

(3) The auditor, while determining the volume oé ttample, should take into consideration
whether or not the audit risk has been decreasad sxceptable low level. Sample volume is
affected from the audit risk level which the auditaay accept. As the risk which the auditor

may accept decreases, sample volume should incae#se same rate.

(4) The auditor selects samples with the expectatimt all sampling units that can be
sampled within basic mass have selective chancesth@ objective of the sampling is
disclosing results concerning the entire basic mhagsauditor tries to select samples having

qualities to represent basic mass and free from s. bia
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Audit proof

ARTICLE 31 — (1) Audit proof is the information the auditorassso as to reach the results
that he grounds his opinion concerning efficiermyequacy and consistency of the controls

on information systems and banking processes.

(2) The auditor designs and executes the necessadif procedures to obtain reliable,
adequate and appropriate audit proofs on whichréwengled his opinion.

(3) The required audit evidence concerning eachirocbohosen to be tested depends on its
possibility to cause any important or significabsance of control in case of failure of the

related control.

(4) The information to which the audit techniquesed by the auditor are based on shall be
complete and accurate for acquiring reliable awlitdence. The auditor may use the
information procured by the auditee on conditioatthe/she has conducted the sufficient

investigation that they are complete and accurate.

Evaluation of findings
ARTICLE 32 — (1) The auditor shall analyze each control weakree/detected as a result
of the audit and shall evaluate the combinatioesiterd by these weaknesses separately and
all together and shall realize the classificatidntliese weaknesses as significant control

weakness or important control weakness by usinditgtige or quantitative methods.

(2) While evaluating the control weaknesses, thditaushall consider fundamentally that,

separately or together, these may emanate errongeisas the effects of these errors.

(3) While evaluating the control weaknesses conogrthe general controls of information
systems, the auditor shall consider the effechef¢ weaknesses on the controls of banking

processes.
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(4) If the auditor sees control weakness in antheffollowing fields during the audit, he/she

shall consider it as at least significant contrebkness:

a) Policies concerning the application of the TsinkAccounting Standards,
b) Controls to see if the requirements within tlemEng Law and the sub-regulations and
instructions published pursuant to the Law arelfedf,

c) Controls and programs preventing fraudulent,

¢) Transactions which are not routine or systematic

d) Year-end financial reporting process.

(5) If the auditor sees any of the following sitoas, he/she shall consider that they are at

least significant control weakness and a strong sigmportant control weakness:

a) Corrections have been made on the financiarsits published previously; the assets
and liabilities of the auditee are reflected digietty because of errors or forgery as to affect
the decisions to be made concerning the auditeeetkiithin the legislation and by legal

requirements and affecting a healthy financial eatibn,

b) An important wrong declaration in the financttements related to current period or data;
which was not detected previously by the intermaitol units of the auditee, is detected by

the auditor during the audit,

¢) An inconsistency is detected between the inftlonadocuments and data concerning the

same subject but coming from different units of dlelitee,

¢) An inadvertent yet important wrong declaratismétected in the declarations given to the

auditor by the management of the auditee,
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d) The commitments undertaken within the actiomlee not fulfilled,

e) In situations where internal audit and risk nggamaent functions are necessary for
the establishment of an effective internal congrolironment the profile of the audit is taken
into consideration, it is found out that these fiorts concerning the information systems are

absent or not effective,

f) There isn’t a unit function providing the contad conformity to the legislation
within the scope of processes and systems concgtimninformation systems and banking

activities or the unit is not effective,

g) A forgery is detected in which the manager(gare) included, even if it's a small

one,

&) A significant control weakness which is commuigchto the managers is not

corrected after a reasonable time period,

h) An effective internal control environment has heen established and

1) The audit committee did not establish an effecturveillance on the accounting,

financial reporting and internal control system.

Management declaration
ARTICLE 33 — (1) The bank shall present the management didar prepared by the
board of management by the audit period concerthiagnternal controls on its information

systems and banking processes to the auditor.
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(2) The auditor shall analyze the management csater and the studies to which this
declaration is based on before forming his/her taoginion. If the auditor detects any

deficiencies or errors in the declaration, he/shallsstate them in the audit report.

(3) If the board of managers of the auditee refusegive the management declaration, the
persons having the authority to sign the Band mfdion Systems and banking Processes
Audit Report (ISBPA) may declare qualified opini@n,may avoid declaring opinions or may
offer to resign from the audit to the managementtr® auditee institution within the
framework of the principles and procedures deteechim the article 34. If the authorized
institution decides to resign, this situation atsdustifications shall be notified to the Agency

within seven days at the latest.

(4) The principles and procedures concerning theagement declaration and its application

are determined by the Agency within the scope ofis thRegulation.

Composing the audit opinion and the audit letter
ARTICLE 34 — (1) The persons authorized to sign the audiedeshall declare positive
opinions according to the example on Annex-10 samuent to the audit conducted, they
haven’'t found ant important control deficienciesdaifi they have not confronted any
restrictions or limitations during the audit, aftaking the opinions of external audit teams

attached to themselves.

(2) After taking the opinions of the external audiams, the persons authorized to sign the
audit report shall declare qualified opinions adany to the example in the Annex-Il, on

following conditions;

a) Even if they have found at least one importamtiol deficiency as a result of the audit
conducted, they think that these deficiencies dbaifect the whole or a big part of the
information systems and banking processes and regste
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b) They have not informed sufficiently about a nestablished system or process or the
presence of any matter limiting the ISBPA actiatieven if it's not important enough to give

opinions or,

c) They have not acquired sufficient and accuraitaevidences to form an audit opinion.

(3) The persons authorized to sign the audit reglvatl declare negative opinions, according
to the example in the Annex-12, after taking opnsicof the external audit institutions
attached to themselves and, when the importantaaficiencies confronted as a result of

the audits conducted are evaluated separately armbether and if;

a) They decide that these deficiencies are affgdiire whole or an important part of the

information systems and banking processes of the dites  or,

b) If there is a difference emanating from the mptete or wrong transmission of an
important control deficiency with all its aspecfterwards the audit realized by the auditor in

the auditee pursuant to the first paragraph of tharticle  33.

(4) The persons authorized to sign the audit repay avoid to sign the report if they think
that the uncertainties and limits they meet duthregaudit studies are important enough to not
declare opinions about the information systems laantking processes, after that they have
taken opinions of the external audit teams attachatiemselves. In this situation, the audit
letter is arranged according to the example withAmex-13. In the report in which the

opinion is avoided, it is obligatory to give placethe auditor opinions causing the avoidance.

(5) If within the framework of the provisions determihén the articles 5 and 7 of this
Regulation and the opinion types mentioned in #rigcle and as a result of the ISBPA
realized in banks and their partners subject tcsalifation; the opinion has been made as
positive, qualified or negative, audit letter shHadl arranged according to the examples given

respectively in Annex-14, Annex-15 and Annex-16.tHére are conditions requiring the
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avoidance of giving opinion, the audit letter stmdlarranged according to the example given
in the Annex-17.

Documentation of audit studies
ARTICLE 35— (1) The Auditor shall prepare his/her workingppes during his/her audit
study to support his/her opinions within the awefort and to prove that this audit has been

planned and realized according to the provisiornbisfRegulation.

(2) The working papers shall be prepared as to ipénat the evidences and audit report may

be reviewed and evaluated before the ultimate form.

(3) The Auditor shall prepare the working papersa way that an experienced auditor having

any relationships with this audit study may compreh

a) That the audit realized is in accordance witle {brovisions of this Regulation,

b) The results of audit evidences collected as vesll the audit techniques applied,

c) Important matters appeared during the auditthadevaluations concerning those matters.

(4) The working papers may be kept on paper or Iectenic environment.

(5) The power of disposition of the working papers bgkto the authorized institution in
which the Auditor is employed; if the audit is rieatl by service purchase from outside, the
power of disposition belongs to the related exteandit institution. The working papers may
not be given or declared to the third parties olet$he Agency without the signed permission

of the auditee. The confidentiality and the safefythe working papers are under the
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responsibility of the authorized institution.

(6) The authorized institution is responsible tméptogether all the working papers within 60
days after the date of the audit report. The waylgapers shall be maintained for at least five

years after the date of the audit report.

SECTION SEVEN

General Principles and Responsibilities

Information systems and banking processes audit contract
ARTICLE 36 — (1) The ISBPA is conducted within the framewofkhe written contract to

be signed between the authorized institution ared ahditee. The ISBPA contract is the
indicator that the parties have come to a complgteement about the scope and the content
of the audit to be conducted. The ISBPA contracy imaincluded to the contract to be made
within the scope of the Part Four of RAAEA.

(2) The ISBPA contracts become operative after thay are approved by the board of

managers of the auditee.

(3) The auditee shall notify the information comgeg the contract to the Agency within the
thirty days following its signing, its principlesna procedures will be determined by the
Agency; the consolidated ISBPA contracts are exadud

(4) The authorized institution is obligated to coadthe necessary preliminary investigation
to determine the scope and planning of the ISBHArbanaking the contract with the auditee.
Within the scope of the preliminary investigatidginthere are conditions that may affect the
audit process positively or negatively and if theharized institution is changed, related

information may be demanded from authorized instiis which have conducted the audit
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previously. The auditee shall notify the previousharized institution about the title of the
authorized institution conducting the audit curkgrand give authorization to share the
demanded information. The previous authorized tunstn is obligated to procure the

information demanded within this scope.

(5) The ISBPA contracts shall include as a minimum;

a) Regulations to which the auditor is obliged toomply with,

b) Purpose, scope and special reasons if any, ofe tHSBPA,

c) Services to be procured by the authorized wigtih within the scope of the contract,

() Responsibilities and liabilities of the parties,

d) Auditors and their backups assigned in the audit

e) Titles of the persons assigned within the atediim, the working periods predicted and the

detailed amount of  the payment predicted for eachf othem,

f) Starting and finishing dates of the audit,

g) The form of the special-purpose audit reporthg# ISBPA report is demanded and the

reasons of preparation of these reports,

g) Date of deliverance of the audit report.
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(6) If the working field of the auditor is limitesignificantly contrary to the provisions of
contract, if the information and documents relatedinformation systems and banking
processes are not acquired or if similar situasimnformed, the contract may be terminated y
the authorized institution, on condition to showtten justification and on condition to notify
previously to the Agency. The authorized institatghall notify this situation immediately to
the Agency with the justification of resigning frothe audit. The resigning authorized
institution is responsible to provide the workingpprs and all required information on
demand to the authorized institution replacingsitveell as the accurate copies concerning
these documents. The authorized institution reptathie resigning authorized institution shall

be approved by the Agency.

(7) If the auditee conducts some of its activitigsthe intermediation of a support services
institution, the auditor shall ensure that the I8Bf@ntract includes some extra provisions to

conduct audit in the support services institution.

SECTION EIGHT

Cooperation in the Information Systems and Banking Processes Audit Process

Benefiting from studies conducted by other parties and cooperation
ARTICLE 37 —(1) The auditor shall personally realize the gtwfficient enough to
procure fundamental evidences to which his/heriopinvill be based on. Nevertheless, to
expand the scope of the audit by structure, tinaind details, the studies of other authorized
institutions, the internal units of the auditee anexperts may be used.

(2) To benefit from the studies of other partieesimot reduce the responsibility of the
auditor. The auditor may not give references fa #hudies he/she benefited from in the

report.
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(3) The auditor shall avoid repetition in his/heda study, considering the internal audit and
internal control activities of the auditee, depemden his/her opinion concerning the

sufficiency  and independence  of internal systems  othe auditee.

(4) The external information systems chief audaball evaluate at least the following to

determine in what level he/she can profit from #gtadies conducted by other parties;

a) The accuracy of the scope of the study as veetha sufficiency of the audit program,

b) The structures of the controls investigated,

c) Professional competence, care, neutrality addgandence of the persons conducting the

study and,

¢) Quality of the study by testing a part of it fetiént to evaluate the study in general.

(5) The authorized institution and the auditor whitave realized the previous ISBPA are
responsible for procuring any kinds of informatiemd documents, fundamental to the audit,
to the authorized institution and persons to realie present ISBPA, within the framework

of the confidentiality principle.

(6) The internal controllers and the persons resibtafor the internal control activities of the

auditee shall give to auditors all information negd including their own reports.
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Cooperation  between the Agency and the authorized institutions
ARTICLE 38 — (1) The information procured during the ISBPAIates realized by the

Agency in the auditee may be shared with the rélatuditors is necessary.

(2) The Agency’'s personnel may attend as obsewesvery level of the ISBPA process
realized by the authorized institution, to devetlogir skills and knowledge, unless tarnishing
the principle of independence of the auditor. Thgercy’'s personnel cannot use the
knowledge of the authorized institution to takespeial advantage or advantage for another
authorized institution. The authorized institutisimll make necessary effort and contribution

to make the Agency’s personnel to participate &glocess and to increase their knowledge.

(3) The authorized institution shall notify the &udrogram in the banks concerning the
application of the provisions within the secondgmgaph to the Agency dependent on the

Agency’s request, before the start of the audit  distu

Supervision of the support service institution
ARTICLE 39 — (1) The auditor shall consider the effect of sieevices the auditee realizes
by external source on its information systems adkimg processes, shall plan the audit

according to this effect and develop an effectiveudia approach.

(2) The auditor may use the documents possessedhdysupport service institution
concerning the service procured, such as auditrtrepm lost its actuality and certificates,
within the scope of the Article 37 of this Regubati
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SECTION NINE

Information Systems and Banking Processes Audit Report and Notification

Information systems and banking processes audit report
ARTICLE 40 — (1) The ISBPA report is the text in which theakations concerning
information systems and banking processes, asagethe opinion of the auditor are given
clearly in writing. The duty of the auditor is twmlect and analyze the audit evidences
concerning the controls of information systems badking processes, to evaluate them and

to come through an opinion about the audit upon sehe evidences.

(2) The auditor is obliged to arrange the ISBPAorefter the audit studies. The principles

and procedures concerning the report are regulateg the Agency.

(3) The ISBPA report includes all the activitiesdmging to the period during which the audit
was realized. The reports completed are signeddgxternal chief auditor responsible from
the information systems of the authorized institutor; if the information systems audit was
realized by external service purchase, by the peasthorized to sign by the related company
and by a responsible partner chief auditor as ddfiwithin the RAAEA. If the authorized
institution has assigned a responsible partner eligitor to conduct the information systems
audit on condition that he/she fulfills the expade conditions listed within this Regulation,
the audit report may be signed by this person thighother responsible partner chief auditor,

instead of responsible information systems chief  ditau

(4) The ISBPA report shall be completed togethethwhe external audit report, unless
otherwise specified by the Agency; and shall bagmaitted to the chairman of the board of
managers of the auditee, to the audit committeetartie Agency with two copies, as an
attachment to a text with the signatures of persauthorized to represent the authorized

institution and sign. The soft copy of ISBPA repsigned with the safe electronic signature
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established according to the provisions of Act decEonic Signature Number 5070 dated

January 15, 2004 shall be also sent to the Agendthinv the same period.

(5) The content of ISBPA report is qualified as fadential information and shall not
published in any environment. The confidentialibddahe safety of this information are under
the responsibility of the Agency, of authorizedtitngions, of external audit institution within
the scope of this Regulation, of institutions pdivg external services and of the auditee. The
auditee cannot make statements including the aesdliilts and cannot use these results for

advertisement.

SECTION TEN

Miscellaneous and Final Provisions

Auditorstaking chargein banks
ARTICLE 41 —(1) The auditors cannot take charge in bankshitkvthey have participated
to audit process within the last two years.

Situations not provisioned within the regulation
ARTICLE 42 —(1) In case of situations not provisioned witthiis Regulation; RAAEA,

international audit standards and the principl&gtaplace within the COBIT are applied.

Abolished regulation

ARTICLE 43 — (1) The Regulation on the Information SystemsliAto be realized in
Banks by External Audit Institutions, publishedhiit the Official Gazette Number 26170
dated May 16, 2006 is abolished.
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Transition process

PROVISIONAL ARTICLE 1 — (1) External audit institutions authorized beftine date of
publication of this Regulation are subject to thevisions of this Regulation, the auditors of
these institutions (the assistant auditors areuebec) shall fill the declarations within the
Annex-4, Annex-5, Annex-6 and Annex-7 and send thethe Agency until May 31, 2010.

Exceptional Provision

PROVISIONAL ARTICLE 2 —(1) It is accepted that the personnel workinghésrmation
systems chief auditor in authorized institutiorofthe date of publication of this Regulation,
meet necessary conditions, listed within the paalgs 7 and 8 of the Article 18.

Entry into Force

ARTICLE 44 — (1) The Article 33 of this Regulation enters ifboce as of January'l
2011; the other provisions of this Regulation eirigr force as of December 31, 2009.

Enfor cement

ARTICLE 45— (1) The provisions of this Regulation are enfdrbg the Chairman of the

Banking Regulation and Supervision Agency.
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ANNEX-1

CV’'S OF THE AUDITORS

NAME-SURNAME:

RESIDENT ADDRESS:

EDUCATIONAL STATUS (Detailed):

TITLE AND ADDRESS OF CURRENT EMPLOYER:
PROFESSION AND DUTY TITLE:

TAX ID NUMBER:

PREVIOUS EMPLOYERS:

NAME OF THE ENTREPRISE, DATES OF START-END OF THRUDY, DUTY TITLE*
INFORMATION CONCERNING THE AUDITEE:

TITLE OF THE ENTREPRISE, AUDIT PERIOD, DUTY TITLE

TRAININGS AND CERTIFICATES GRANTED ON SUBJECTS WITN THE SCOPE OF
REGULATION:

YEAR AND PERIOD, NAME, SUBJECT, CERTIFICATE

* In Duty Title section: Shall be indicated as;dtidit, IT Security, IT Control, Finance Audit,
IT Manager, IT System-Network- Software personnaliager or Other. “Other” shall also be

explained.
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ANNEX-2

LETTER OF COMMITMENT

To the BANKING REGULATION AND  SUPERVISION  AGENCY

| hereby declare and commit that | don’'t have mitvan one partnership in external audit
institutions.

SIGNATURE
NAME-SURNAME
TITLE

ANNEX-3

LETTER OF COMMITMENT

Tothe BANKING REGULATION AND SUPERVISION AGENCY

| hereby declare and commit that | have not takanegpas external auditor or auditor, in the
auditees or in companies subject to the CapitakbtarAct Number 2499, in external audit
institutions authorization of conducting auditsvdiich were cancelled or in audit activities

causing the cancellation of authorization.

SIGNATURE
NAME-SURNAME
TITLE
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ANNEX-4

LETTER OF COMMITMENT

Tothe BANKING REGULATION AND SUPERVISION AGENCY

| hereby declare and commit that | am not engageany commercial activities other than

professional activities.

SIGNATURE
NAME-SURNAME
TITLE

ANNEX-5

LETTER OF COMMITMENT

Tothe BANKING REGULATION AND SUPERVISION AGENCY
| hereby declare and commit that | perform or wéiform fulltime in ............... AS.

SIGNATURE
NAME-SURNAME
TITLE

ANNEX-6

LETTER OF COMMITMENT

Tothe BANKING REGULATION AND SUPERVISION AGENCY

46



| hereby declare and commit that no disciplinargceedings concerning myself were
instituted by authorized institutions, that | witlotify the Agency if any disciplinary

proceedings are instituted about me within sevews dat the latest, if as a result of
proceedings, | will be punished which will prevehe information systems and banking
processes audit, | will resign from my positionhiit fifteen days at the latest and that | will
certify that | haven't got any punishments prevegtithe external audit as a result of
disciplinary proceedings which were or will be cantéd, with a document | will receive

from the related institution.

SIGNATURE
NAME-SURNAME
TITLE

ANNEX-7

LETTER OF COMMITMENT

Tothe BANKING REGULATION AND SUPERVISION AGENCY

| hereby declare and commit that in case of appearaof situations annulling the
independence of myself specified within the Artit of the Regulation on the Authorization
and Activities of the Institutions to Realize Extal Audit in Banks, during the activities
of ................ AS., of which | am an employee, within the scopela Regulation on the

Bank Information Systems and Banking Processes eéoRbalized by External Audit

Institutions, published within the Official Gazetiumber ......... dated ............ o owill
resign from the audit service process conducted.by........ A.S. to the related bank.
SIGNATURE

NAME-SURNAME

TITLE
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ANNEX-8

LETTER OF COMMITMENT

Tothe BANKING REGULATION AND SUPERVISION AGENCY

| hereby declare and commit that | have not prat@m®y managerial or consultancy services
to the institutions to be audited, (................ SA). at least within three years and that | am

not engaged in any commercial relationships widmnthwithin this period.

SIGNATURE
NAME-SURNAME
TITLE

ANNEX-9

LETTER OF COMMITMENT
Tothe BANKING REGULATION AND SUPERVISION AGENCY

| hereby declare and commit that | will abide bg firinciples of audit while conducting the
information systems and banking processes audit.by........ ASS, and that | will take
charge in the information systems and banking @m®e® audit, as long as the confidentiality

and independence of the auditor principles are notlamaged.

SIGNATURE
NAME-SURNAME
TITLE
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ANNEX-I0

BANK INFORMATION SYSTEMS AND BANKING PROCESSESAUDIT REPORT

Positive Opinion

To the Board of Managers of ................ A

We are tasked with the duty to conduct the audithef(information systems*and
banking processes of ..................5A within the scope of the Regulation on Bank
Information Systems and Banking Processes Auditbéo Realized by External Audit

Institutions, published within the Official Gazelteimber ....... dated ....................

[Explanation concerning the Responsibility of thenB's Board of Managers:]

The implementation of the controls on informatigistems and banking processes by
the Auditee, in accordance with the principles pratedures specified within the Regulation
on the Internal Systems of Banks, published in @iéicial Gazette Number ..........
Dated .../.../... and within the Communiqué on Principlesbe Considered in Information
Systems Management in Banks, published in the @FfiéGazette Number .........
dated .../.../..; as well as their effective exploitation and ebshimnent of a sufficient control

environment are under the responsibility of ............A.§. Management.

[Explanation concerning the Responsibility of thethorized Audit Institution:]

As the institution conducting the external audity eesponsibility is to deliver an opinion
concerning the audit we have realized. The auditdooted by us was planned as to ensure
rationally the detection of the control weaknessasthe information systems and banking
processes of the auditee and was realized in ameoedwith the principles and procedures
determined within the Regulation on the Authoriaatand Activities of the Institutions to
Realize External Audit in Banks, published in thdfical Gazette Number .........
dated .../.../.... and within Regulation on the Bank nfation Systems and Banking
Processes Audit to be Realized by External Audititation, published in the Official Gazette
Number ........... dated .../.../... The audit is composed of the testing of inforoasystems
and banking processes as well as the compatihitity design and operating effectiveness of

the controls on these systems and processes, \hthiinamework of the materiality principle,
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the evaluation thereof and the application of ottieilar audit techniques in accordance with
your requirements. We believe that the audit weeh@alized forms an adequate and rational

basis to compose our opinion.

[Natural Constraints]
Control weaknesses may be present on informatistesys and banking processes due to the
constraints found in the nature of controls and tihrery not be detected. Furthermore, the
results obtained based on our findings shall bduated as to enclose the future periods.
These results carry the risk of changing withinetitlue to causes such as the change of
present conditions, making amendments in systemi @ontrols or deterioration of the

effectiveness level of the controls.

[External auditor Opinion]
In our opinion, as of date .../.../...; effective, adeguand consistent controls have been
established on thénformation systems*panking processes of ............A.S., with all
important aspects, according to the principles amdcedures determined within the
Section Two of the Regulation on the Banks’' Intér8gstems published in the Official
Gazette Number ..... dated .../.../... and within the Comiguwé on Principles to be
Considered in Information Systems Management inkBgublished in the Official Gazette
Number . dated o

Place and Date of Arrangement of the Report:

Name, Surname and Signature of Responsible InfaoomaSystems Chief auditor:

Commercial Title of the Institution:
Name, Surname and Signature of Responsible Paktraitor:

Commercial Title of the Institution:

* Appropriate expression is preferred accordingh®scope of the audit realized.
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ANNEX-11

BANK INFORMATION SYSTEMS AND BANKING PROCESSES AUDIT REPORT
Qualified Opinion
To the Board of Managers of ............... A

We are tasked with the duty to conduct the audithef(information systems*and
banking processes of ..................5A within the scope of the Regulation on Bank
Information Systems and Banking Processes Auditbéo Realized by External Audit

Institutions, published within the Official Gazetteimber ....... dated ..........cennne

[Explanation concerning the Responsibility of thanB's Board of Managers:]
The implementation of the controls on informatiorstems and banking processes by the
Auditee, in accordance with the principles and pcages specified within the Regulation on
the Internal Systems of Banks, published in theic@if Gazette Number ..........
Dated .../.../... and within the Communiqué on Principlesbe Considered in Information
Systems Management in Banks, published in the i@ffi&Gazette Number .........
dated .../.../..; as well as their effective exploitation and eBshionent of a sufficient control

environment are under the responsibility of ............A.S. Management.

[Explanation concerning the Responsibility of thethorized Audit Institution:]

As the institution conducting the external audity eesponsibility is to deliver an opinion
concerning the audit we have realized. The auditiooted by us was planned as to ensure
rationally the detection of the control weaknessesthe information systems and banking
processes of the auditee and was realized in ameoedwith the principles and procedures
determined within the Regulation on the Authori@aatiand Activities of the Institutions to
Realize External Audit in Banks, published in thdfical Gazette Number .........
dated .../.../.... and within Regulation on the Bank mmfation Systems and Banking
Processes Audit to be Realized by External Auditifution, published in the Official Gazette
Number ........... dated .../.../... The audit is composed of the testing of inforoasystems
and banking processes as well as the compatikifity design and operating effectiveness of
the controls on these systems and processes, \hihimamework of the materiality principle,
the evaluation thereof and the application of o#erilar audit techniques in accordance with
your requirements. We believe that the audit weeh@alized forms an adequate and rational

basis to compose our opinion.
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[Natural Constraints]
Control weaknesses may be present on informatistesys and banking processes due to the
constraints found in the nature of controls and/ tihreyy not be detected. Furthermore, the
results obtained based on our findings shall bduated as to enclose the future periods.
These results carry the risk of changing withinetitlue to causes such as the change of
present conditions, making amendments in systemi @ontrols or deterioration of the

effectiveness level of the controls.

(Constraints brought to the external audit activias well as the processes,
applications and controls not audited because & thason; important control weaknesses
detected on the auditee’s information systems amkibg processes and the reasons and
justifications for the opinion stating that theseaknesses do not affect entirely or partially
the auditee’s information systems and banking [BSES)

In our opinion, except thé&ct(s) explained abovéParagraph ....)and possible effects of
thesesfact(s) on the auditee’yinformation systems*and banking processegffective,
adequate and consistent controls have been ebidblim thginformation systems#)anking
processes of .............. A., with all important aspects, according to thengiples and
procedures determined within the Section Two of Regulation on the Banks’ Internal
Systems published in the Official Gazette Number. dated .../.../... and within the
Communiqué on Principles to Considered in InfororatBystems Management in Banks
published in the Official Gazette  Number ......... dated.../.../.....

Place and Date of Arrangement of the Report:

Name, Surname and Signature of Responsible InfasmaBystems Chief auditor:

Commercial Title of the Institution:

Name, Surname and Signature of Responsible Paktrator:

Commercial Title of the Institution:

* Appropriate expression is preferred accordinghescope of the audit realized.
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ANNEX-12

BANK INFORMATION SYSTEM S AND BANKING PROCESSES AUDIT REPORT
Negative Opinion

To the Board of Managers of A
We are tasked with the duty to conduct the audihef(information systems*and banking
processes Of ................... % within the scope of the Regulation on Bank Infation
Systems and Banking Processes Audit to be RealimedExternal Audit Institutions,
published within the Official Gazette Number ...... ated ......................

[Explanation concerning the Responsibility of thanB's Board of Managers:]
The implementation of the controls on informatiorstems and banking processes by the
Auditee, in accordance with the principles and pcages specified within the Regulation on
the Internal Systems of Banks, published in theic@if Gazette Number ..........
Dated .../.../... and within the Communiqué on Principlesbe Considered in Information
Systems Management in Banks, published in the i@ffi&Gazette Number .........
dated .../.../..; as well as their effective exploitation and ebsiiment of a sufficient control

environment are under the responsibility of ............A.S. Management.

[Explanation concerning the Responsibility of thethorized Audit Institution:]
As the institution conducting the external audity eesponsibility is to deliver an opinion
concerning the audit we have realized. The auditiooted by us was planned as to ensure
rationally the detection of the control weaknessesthe information systems and banking
processes of the auditee and was realized in aamcoedwith the principles and procedures
determined within the Regulation on the Authori@aatiand Activities of the Institutions to
Realize External Audit in Banks, published in thdfical Gazette Number .........
dated .../.../.... and within Regulation on the Bank mmfation Systems and Banking
Processes Audit to be Realized by External Auddtitutions, published in the Official
Gazette Number ........... dated .../...[.The audit is composed of the testing of inforwmati
systems and banking processes as well as the dbifigatand design and operating
effectiveness of the controls on these systemspaodesses, within the framework of the

materiality principle, the evaluation thereof anuk tapplication of other similar audit
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techniques in accordance with your requirements.béleve that the audit we have realized

forms an adequate and rational basis to composepuion.

[Natural Constraints]
Control weaknesses may be present on informatistesys and banking processes due to the
constraints found in the nature of controls and tirery not be detected. Furthermore, the
results obtained based on our findings shall bduat@d as to enclose the future periods.
These results carry the risk of changing withinetitlue to causes such as the change of
present conditions, making amendments in systemi @ontrols or deterioration of the

effectiveness level of the controls.

(Reasons for which the controls upon the auditegsmation systems and banking
processes are not found effective, adequate and sigtent)
[External auditor Opinion]

In our opinion, due to thiact(s)explained abovéparagraph .....)as of date .../.../...;
effective, adequate and consistent controls havwebaen established on tl{sformation
systems*)banking processes of .................... §, will all its aspects, according to the
principles and procedures determined within theti8edwo of the Regulation on the Banks’
Internal Systems published in the Official Gazéitenber ..... dated .../.../... and within the
Communiqué on Principles to be Considered in Infdram Systems Management in Banks
published in the  Official Gazette Number  ....... Dated.../.../.....

Place and Date of Arrangement of the Report:

Name, Surname and Signature of Responsible InfeoomaSystems Chief auditor:

Commercial Title of the Institution:
Name, Surname and Signature of Responsible Paktraitor:

Commercial Title of the Institution:

* Appropriate expression is preferred accordinghescope of the audit realized.
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ANNEX- 13

BANK INFORMATION SYSTEMS AND BANKING PROCESSESAUDIT REPORT

Avoidance of the Opinion

To the Board of Managers of A
We are tasked with the duty to conduct the audihef(information systems*and banking
processes Of ................... % within the scope of the Regulation on Bank Infation
Systems and Banking Processes Audit to be RealimedExternal Audit Institutions,
published within the Official Gazette Number ...... ated ......................

[Explanation concerning the Responsibility of thanB's Board of Managers:]
The implementation of the controls on informatiorstems and banking processes by the
Auditee, in accordance with the principles and pchoes specified within the Regulation on
the Internal Systems of Banks, published in theic@if Gazette Number ..........
Dated .../.../... and within the Communiqué on Principlesbe Considered in Information
Systems Management in Banks, published in the i@ffi&Gazette Number .........
dated .../.../..; as well as their effective exploitation and ebsiiment of a sufficient control

environment are under the responsibility of ............A.S. Management.

[Explanation concerning the Authorized Audit Ingtibn:]

As the institution conducting the external audity eesponsibility is to deliver an opinion
concerning the audit we have realized. The auditiooted by us was planned as to ensure
rationally the detection of the control weaknessesthe information systems and banking
processes of the auditee and was realized in amcoedwith the principles and procedures
determined within the Regulation on the Authori@aatiand Activities of the Institutions to
Realize External Audit in Banks, published in thdfical Gazette Number .........
dated .../.../.... and within Regulation on the Bank nfation Systems and Banking
Processes Audit to be Realized by External Auddtitutions, published in the Official
Gazette Number ........... dated .../...[.The audit is composed of the testing of inforwmati
systems and banking processes as well as the dbifigatand design and operating
effectiveness of the controls on these systemspaodesses, within the framework of the

materiality principle, the evaluation thereof anuk tapplication of other similar audit
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techniques in accordance with your requirements.bélieve that the audit we have realized

forms an adequate and rational basis to composepuion.

(Reasons for which the Auditor did not deliver Ines/ opinion)
[External auditor Opinion]

Due to fact(s) explained above (paragraph ...), wendb deliver our opinion
concerning the effectiveness, adequacy and consistaf the controls established upon the

(information systems*)anking processes of ............ A.S., as of date .../.../....
Place and Date of Arrangement of the Report:

Name, Surname and Signature of Responsible InfeoomaSystems Chief auditor:
Commercial Title of the Institution:

Name, Surname and Signature of Responsible Paktrator:

Commercial Title of the Institution:

* Appropriate expression is preferred accordingh®scope of the audit realized.
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ANNEX-14

CONSOLIDATED AUDIT REPORT

Positive Opinion

To the Board of Managers of A

We are tasked to audit the controls of .............. S.Aand its partners subject to
consolidation upon the information systems conecgrnihe consolidated financial data
production and/or other processes within this scopthin the framework of Regulation on
the Bank Information Systems and Banking Proce&sed to be Realized by External Audit

Institutions published in the Official Gazette numnh........ dated .../.../....

[Explanation concerning the Bank’s Board of Managgr
Establishment of controls ensuring that the codstdid financial statements upon the
processes and information systems of banks and plaginers subject to consolidation are
prepared and presented according to the principies procedures determined within the
Communiqué on the Preparation of the Banks’ Codatéd Financial Statements published
in the Official Gazette number ....... Dated .../.../... amithout including any wrong
information due to errors or abuses; as to be dichivith the scope determined within the
Regulation on Banks’' Internal Systems publishedthe Official Gazette number ........

dated .../.../..., is under the responsibility of the Mgement of ..................A.

(Explanation concerning the Responsibility of thath&rized Audit Institution:]

As the institution conducting the external audity eesponsibility is to deliver an opinion
concerning the audit we have realized. The audibase realized was planned as to ensure
rationally the detection of the control weaknesseshe information systems and processes
concerning consolidated financial data production,banks and their partners and was
realized in accordance with the principles and edoces determined within the Regulation
on the Authorization and Activities of Institutiorte Realize External Audit in Banks,
published in the Official Gazette number ......... dated../.... and within the Regulation

on Bank Information Systems and Banking ProcessehtAo be Realized by External Audit
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Institutions published in the Official Gazette nwnh........ dated .../.../.... The audit is
composed of the testing of information systems @rwtesses concerning the production of
consolidated financial data as well as the compityiland design and operating effectiveness
of the controls on these systems and processekinviite framework of the materiality
principle, the evaluation thereof and the applaratof other similar audit techniques in
accordance with your requirements. We believe thataudit we have realized forms an

adequate and rational basis to compose our opinion.

[Natural Constraints]
Control weaknesses may be present on informatistesys and processes concerning the
production of consolidated financial data, dueh ¢onstraints found in the nature of controls
and they may not be detected. Furthermore, thédtsesitained based on our findings shall be
evaluated as to enclose the future periods. The=sdts carry the risk of changing within time
due to causes such as the change of present cmdithaking amendments in systems or in

controls or deterioration of the effectiveness l@f¢he controls.

[External auditor Opinion]
In our opinion, as of date .../.../...; effective, adelguand consistent controls have been
established on the information systems producirg dbnsolidated financial data and the
processes within this scope of .............. SA.with all important aspects, according to the
principles and procedures determined within theti8edwo of the Regulation on the Banks’
Internal Systems published in the Official Gazéitenber ..... dated .../.../... and within the
Communiqué on Principles to be Considered in Infdram Systems Management in Banks
published in the  Official Gazette  Number ......... dated.../.../....

Place and Date of Arrangement of the Report:

Name, Surname and Signature of Responsible InfasmaBystems Chief auditor:

Commercial Title of the Institution:
Name, Surname and Signature of Responsible Paktrator:

Commercial Title of the Institution:
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ANNEX-15

CONSOLIDATED AUDIT REPORT
Qualified Opinion

To the Board of Managers of A
We are tasked to audit the controls of .............. SAand its partners subject to
consolidation upon the information systems conceynihe consolidated financial data
production and/or other processes within this scepthin the framework of Regulation on
the Bank Information Systems and Banking Proce&sel to be Realized by External Audit
Institutions published in the Official Gazette numnh........ dated .../...[.....

[Explanation concerning the Responsibility of thanB's Board of Managers:]
Establishment of controls ensuring that the codstdid financial statements upon the
processes and information systems of banks and plaginers subject to consolidation are
prepared and presented according to the principies procedures determined within the
Communiqué on the Preparation of the Banks’ Codat#d Financial Statements published
in the Official Gazette number ....... Dated .../.../... amithout including any wrong
information due to errors or abuses; as to be didhivith the scope determined within the
Regulation on Banks’' Internal Systems publishedthe Official Gazette number ........

dated .../.../..., is under the responsibility of the Mgement of ..................A.

(Explanation concerning the Responsibility of thath&rized Audit Institution:]

As the institution conducting the external audity eesponsibility is to deliver an opinion
concerning the audit we have realized. The audibase realized was planned as to ensure
rationally the detection of the control weaknesseshe information systems and processes
concerning consolidated financial data production,banks and their partners and was
realized in accordance with the principles and edoces determined within the Regulation
on the Authorization and Activities of Institutiont® Realize External Audit in Banks,
published in the Official Gazette number ......... dated../.... and within the Regulation
on Bank Information Systems and Banking ProcessghtAo be Realized by External Audit
Institutions published in the Official Gazette nunh........ dated .../.../.... The audit is

composed of the testing of information systems @rmtesses concerning the production of
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consolidated financial data as well as the compiagiland design and operating effectiveness
of the controls on these systems and processekinviite framework of the materiality

principle, the evaluation thereof and the applaratof other similar audit techniques in
accordance with your requirements. We believe thataudit we have realized forms an

adequate and rational basis to compose our opinion.

[Natural Constraints]
Control weaknesses may be present on informatistesys and processes concerning the
production of consolidated financial data, dueh ¢onstraints found in the nature of controls
and they may not be detected. Furthermore, thétseshtained based on our findings shall be
evaluated as to enclose the future periods. The=sdts carry the risk of changing within time
due to causes such as the change of present cmsdithaking amendments in systems or in

controls or deterioration of the effectiveness l@f¢he controls.

(Limitations brought into the external audit activiand the processes, applications,
controls not audited because of these limitatiom&l/ar important control weaknesses
detected on the information systems concerningptiogluction of financial data and the
processes within this scope as well as the reasonsjustifications for the opinion stating
that these weaknesses do not affect entirely dighigrthe information systems and banking

processes concerning the production of consoliddfilmancial data.)

[External auditor Opinion)

In our opinion, except the possible effects of psstes) and/or control(s) we couldn’t audit
because of thdact/facts explained abovep@ragraph ....) on the information systems
concerning the production of consolidated data el @ the processes within this scope; as
of the date .../.../...; effective, adequate and consistentrols reflecting the true situation of
the financial statements have been established.in............ A.S. and its partners subject
to consolidation with all their important aspects their information systems producing the
financial information subject to consolidation asrdtheir processes within this scope; within
the framework of the principles and proceduresrdatesd in the Section Two titled “Internal
Control System” of the Regulation on the Internggt8ms of Banks published in the Official
Gazette number ..... dated .../.../... and within the Cemigué on Principles to be
Considered in Information Systems Management inkBgublished in the Official Gazette

number L Dated I Y
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Place and Date of Arrangement of the Report:

Name, Surname and Signature of Responsible InfasmaBystems Chief auditor:

Commercial Title of the Institution:
Name, Surname and Signature of Responsible Paktrator:

Commercial Title of the Institution:

Appropriate expression is preferred.
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ANNEX-16

CONSOLIDATED AUDIT REPORT
Negative Opinion

To the Board of Managers of AW
We are tasked to audit the controls of .............. SAand its partners subject to
consolidation upon the information systems conceynihe consolidated financial data
production and/or other processes within this scepthin the framework of Regulation on
the Bank Information Systems and Banking Proce&ses to be Realized by External Audit
Institutions published in the Official Gazette numnh........ dated .../...[......

[Explanation concerning the Responsibility of thenB's Board of Managers:]
Establishment of controls ensuring that the codstdid financial statements upon the
processes and information systems of banks and plaginers subject to consolidation are
prepared and presented according to the principies procedures determined within the
Communiqué on the Preparation of the Banks’ Codat#d Financial Statements published
in the Official Gazette number ....... Dated .../.../... amithout including any wrong
information due to errors or abuses; as to be dichivith the scope determined within the
Regulation on Banks’' Internal Systems publishedthe Official Gazette number ........

dated .../.../..., is under the responsibility of the Mgement of ..................A.

(Explanation concerning the Responsibility of thath&rized Audit Institution:]

As the institution conducting the external audity eesponsibility is to deliver an opinion
concerning the audit we have realized. The audibase realized was planned as to ensure
rationally the detection of the control weaknesseshe information systems and processes
concerning consolidated financial data production,banks and their partners and was
realized in accordance with the principles and edoces determined within the Regulation
on the Authorization and Activities of Institutiont® Realize External Audit in Banks,
published in the Official Gazette number ......... dated../.... and within the Regulation
on Bank Information Systems and Banking ProcessgehtAo be Realized by External Audit
Institutions published in the Official Gazette nunh........ dated .../.../.... The audit is

composed of the testing of information systems @rmtesses concerning the production of
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consolidated financial data as well as the compiagiland design and operating effectiveness
of the controls on these systems and processekinviite framework of the materiality

principle, the evaluation thereof and the applaratof other similar audit techniques in
accordance with your requirements. We believe thataudit we have realized forms an

adequate and rational basis to compose our opinion.

[Natural Constraints]
Control weaknesses may be present on informatistesys and processes concerning the
production of consolidated financial data, dueh ¢onstraints found in the nature of controls
and they may not be detected. Furthermore, thétseshtained based on our findings shall be
evaluated as to enclose the future periods. The=sdts carry the risk of changing within time
due to causes such as the change of present cmsdithaking amendments in systems or in

controls or deterioration of the effectiveness l@f¢he controls.

(Reasons for which the controls upon the infornmatigystems concerning the
consolidated financial data and the processes witthis scope are not found effective,

adequate and consistent)

[External auditor Opinion)
In our opinion, because of thfact(s) explained above (paragraph ..... gs of the
date .../.../...; effective, adequate and consistentrotsteflecting the true situation of the
financial statements have not been established.in............ A.S. and its partners subject
to consolidation with all their important aspects their information systems producing the
financial information subject to consolidation aordtheir processes within this scope; within
the framework of the principles and proceduresrdatesd in the Section Two titled “Internal
Control System” of the Regulation on the Interngét8ms of Banks published in the Official
Gazette number ..... dated .../.../... and within the Cemigué on Principles to be
Considered in Information Systems Management inkBgublished in the Official Gazette

number .. dated I S

Place and Date of Arrangement of the Report:

Name, Surname and Signature of Responsible InfasmaBystems Chief auditor:

Commercial Title of the Institution:
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Name, Surname and Signature of Responsible Paktrator:

Commercial Title of the Institution:

Appropriate expression is preferred.
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ANNEX-17

CONSOLIDATED AUDIT REPORT

Avoidanceto Give Opinion

To the Board of Managers of A

We are tasked to audit the controls of .............. S.Aand its partners subject to
consolidation upon the information systems conecgrnihe consolidated financial data
production and/or other processes within this scepthin the framework of Regulation on
the Bank Information Systems and Banking Proce&sel to be Realized by External Audit

Institutions published in the Official Gazette numb........ dated .../...[.......

[Explanation concerning the Responsibility of thenB's Board of Managers:]
Establishment of controls ensuring that the codstdid financial statements upon the
processes and information systems of banks and plaginers subject to consolidation are
prepared and presented according to the principies procedures determined within the
Communiqué on the Preparation of the Banks’ Codatéd Financial Statements published
in the Official Gazette number ....... Dated .../.../... amithout including any wrong
information due to errors or abuses; as to be dichivith the scope determined within the
Regulation on Banks’' Internal Systems publishedthe Official Gazette number ........

dated .../.../..., is under the responsibility of the Mgament of ................../.

(Explanation concerning the Responsibility of thath&rized Audit Institution:]

As the institution conducting the external audity eesponsibility is to deliver an opinion
concerning the audit we have realized. The audibase realized was planned as to ensure
rationally the detection of the control weaknesseshe information systems and processes
concerning consolidated financial data production,banks and their partners and was
realized in accordance with the principles and edoces determined within the Regulation
on the Authorization and Activities of Institutiorte Realize External Audit in Banks,
published in the Official Gazette number ......... dated../.... and within the Regulation
on Bank Information Systems and Banking ProcessgehtAo be Realized by External Audit
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Institutions published in the Official Gazette nwnh........ dated .../.../.... The audit is
composed of the testing of information systems @rmtesses concerning the production of
consolidated financial data as well as the compigiland design and operating effectiveness
of the controls on these systems and processekinviite framework of the materiality
principle, the evaluation thereof and the applaratof other similar audit techniques in
accordance with your requirements. We believe thataudit we have realized forms an

adequate and rational basis to compose our opinion.

[Natural Constraints]
Control weaknesses may be present on informatistesys and processes concerning the
production of consolidated financial data, dueh® ¢onstraints found in the nature of controls
and they may not be detected. Furthermore, thédtsesitained based on our findings shall be
evaluated as to enclose the future periods. The=sdts carry the risk of changing within time
due to causes such as the change of present cmdithaking amendments in systems or in

controls or deterioration of the effectiveness l@fé¢he controls.
(Reasons for which the Auditor did not deliver thés/opinion)
[External auditor Opinion)

Because of the fact(s) explained above (paragraph, we do not deliver our opinion
concerning the effectivity, adequacy and consistenicthe controls upon the information
systems producing the consolidated financial datdaa the processes within this scope, and
reflecting the true conditions of consolidated fioal information and the legal liabilities

measures by these information of .......................... SA. as of ../[..l..

Place and Date of Arrangement of the Report:

Name, Surname and Signature of Responsible InfeoomaSystems Chief auditor:

Commercial Title of the Institution:
Name, Surname and Signature of Responsible Paktraitor:
Commercial Title of the Institution:

Appropriate expression is preferred.
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